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Abstract: The massive spread of the use of Internet networks in Iraq
led to a (major revolution) that left its effects on all aspects of life,
including the national security of the Iraqi state, which is now facing
new challenges, represented by cyber threats. The technological
development that Iraq witnessed in the field of information and
communications during the second decade of the third millennium,
which coincided with the weakness of securitization in the national
infrastructure (security, banking, or personal), led to Iraq becoming
exposed to threats in all its forms. It is noted that most Iraqi
institutions contract to supply their information from satellites with a
service resource located outside the Iraqi borders, which leads to the
passage of that information in the servers of those countries, and its
return to Iraq, and therefore this procedure constitutes a breach of the

Iraqi information security.
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Conclusion: Despite the many positive aspects of Cyberspace, that is the ease of
obtaining information, the speed of its exchange, and the flexibility of dealing with
all social, commercial and economical levels. However, the disadvantages are
outweigh those advantages. Generally, what distinguishes the internet and
Cyberspace is openness as it doesn’t recognize the national borders of states, and
this feature made it vulnerable to criminal activity and its transgressions.
Furthermore, there is no state, no matter how great its military capabilities nor an
institution with great economic power will be safe from the danger of cyberspace
threats which vary from the destruction of electronic system to vital military or
civilian installations, and disabling or damaging military defense networks
remotely. Moreover, it also destroys private sector networks, disrupts the
infrastructure of countries, and interfere with safety internal military data of other
countries, and attempts to confuse or obfuscate their financial transactions. As the
danger of information security is rising to the level of threatening national security
as a whole, the means of confrontation and protection must be overshadowed by a
national security system, because it is unreasonable for the dangers and threats to
be comprehensive, coordinated and sometimes planned, then there are ways and
means to confront them that are partial, spontaneous and empty.

Furthermore, It lacks planning , coordination and rationality, as a comprehensive
program should be implemented at the level of institutions and agencies. The state
and private companies aim to train in repelling all-out electronic attacks in their
various forms. Whether by viruses, economic spy , electronic sabotage, or network
disruption attack for communication and information.
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