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The concept of cyberspace and cybersecurity
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First Requirement: The Concept of Cyberspace:

Geloily AgiSdY Jla¥l Oy 21N Il Glped) sliadll Lasy
dal "l BT daladl Al 8131 i gaeg Adylas Cosda by (gl
irlze Sloglally (loghall Lorgd g8 Aoyl SASGE Bawly 03lis] ¢ gl 39739
Ol SSBYI ol ke Wl Lady Eor Wl dslin W1 (o OSSN &b Js
Sy yglaeg Salyd 2w alles 98 o (BB e Glpeed sliadll OF Wle dBlusall
Sl @ ol OnSaily )Yy aitgllly Sl ity Ll deod) Bl Sged
Dt L2 e dogatt Galis ) pPLLI o s SUs 6

b gl sliadll Bl LYY Aty pulaedl syl ugall Be Ly
Sy IR o5 @y Slgall L s Rl ) o a1 A
21 S 3301y Al Sl Ay gl Wy 35kl At YLy

ielallg g I pusviy A1 (1Y sliadll 52 ) sliadll O ackes
Gy (Sl alladl alusual Gib o8 Sloglall J3log Judkaiy cpped | cwablineg gSJ)
O WS (ol ddladt dais¥lly OV (68 3] pogeke pE ) (6T chpalt Galld
(o3l Jod Vg dugeks x84 Brgrll SIS Com Py 9 3l jeed! sliadll
Sk (7,2) oo 58T o JuaiWly Sleglall Jols gy (B L1531 dzy BY 3

{152}



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

sliad 5gb (BBlally Sladd-g ¢y Ty JOY) Jold Wi duare pdsd JWl Jgor ases
o sle sgum of J) ldl 093 Jils ISy gen 3 amed (S8 39u Sy awsill 1B
Dl

ol | R PYY 9 : ol el |

The Second Requirement: The Concept of Cybersecurity:

oy (DbogSoll 1A Gl Lslarr) Gudy Bl 3l gl pend! oY1 i
erls @ Olaodl gal usl s glhpadl oY1 OF W20 Jeg 31391 aSjLis
alans OF 4} U5 (gimly (cusga 0¥ Y aldl oglly L3 1 OF V) cagdl SilagSl
530 Y1y &SI ogiilen 3 Lagy Wb godsurngy daal ity &l o ol Jf 0oy ol
Slomdl 0 (S 1308 Jua 0B w3 Cd 3 (of Lol 5gaSdl 33grly Aol
SIS Jar B slimal 093 o aned! Jlas ST ) g JSKhay dg SN
oda jar O 1315 (lpeedl oY1 S3lg an Julall ol LIS wSs Sluglly
I ) A AR sispg Bysadly S Wis Y gam OB Lo b Slendl
LM Gty a G VLl bl LS e baleasY Gl (31!
S e Sleladly ol Sluewdhly 31 Gygpo gl oY) dagg chmosst!
oy el ae Sy 9u Oll OLSH oty ol Condl adlge aid o8y
hgod) Ardly Al VY19 Ayla¥) Sluwihly Ohligll Lyl e sty (Lgdl i)
SIS B ol il I Slaail) g9 GasSHl b Slaladly oley Blb
Gl o 3lmd) oY1 Lk alexa¥l Sy b QU al LSl (Sleglall @B ,wg
LB ) o) pnd ol Alns OF g 3 gy s gro Jolad! 2455
0 B s o Q) OF 048 85le a3 odiag (LS o Clld uB DS (0
P 3 Jaem gl Byl dua OF LS el alladl LU e ey ol
G WS (gl 1908 0L oablghly OILEN Comg ! oY) Bl ) SlegSSH

153

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

J8 o Blamal dts A3 o123 OISRty btk Sy () Jgeogdl S5
Wi guasel) Digat e sslasy ing ol cratlay V)

Whe (slgm st o Laai¥lly WL ey ghpeed) oY1 OF 4] 3)L0YY e Y
Lor g oS Bl Lty (3l peed) 0L dines B3jme Cllany Login bl folad) s O
LUkl 8 (g5 0935 w1 Oly Laew ¥ (58 b ol AL Oladl £y Sloglall
e LS o S aig iSO Olazedl alf gnsalr o WSTWU gaady el Lo
sl B alt A8 O 3 (cglles ga W8 dyyg il BBl Clley Ay (e il B
Jlesin! JU Jows & Lgin BBLi) el OV a5 g 1) (6555 O (S8 cpedsend!
Al b Oliddly 3l alsunly Wgisgs p gl Sy dimd y30 LS
el (Johd1 28] dkas wind glped! N i) — Aslar Y dacdall OB & e
O diany o) 4l O LS (A g5mnbl s AagSH1 Jnas g Jadd LiaT 0S5 OF Wy o)
S sslan 1ing pml) B 1555 o 0kl egs B gl AV Bl bl
bty bl y 8 patens 8Sme (3 peend) (a1 Cllay 3) I3 Y- 2318 cilallas
B!l e fag L el pb Biad) Ol Olexdl oda jam p3G O 08y
doge axlg SlgSH O @l 33 (@lpmmd! ) i Gl 3oy l-lond
S ad s g Agid) Sy jasd gl Sgpme b 1545 axly ) D das
Ui gl oS8 el oY) Blas Comenl 631 Agr (109 (g 0 Mo 3 il
bl s9d0l 3,40

g sy amly Bla o 5y Olgedl 3 gt oY) pllanas pla U3
G 2009 st & (Lbsl D) (Sl o I dsdseial Loty Logw 31520 doad
O sl Lol ppnd gl gt oYL plaza¥) J] (S Crddl 4 1o o) apllas
wrlg o) LoladVly due¥l Cbdoudl ;ST e )l slizdll e a3l gl s LS
P 8 Jgdee 2 A 1S ey wbilezal dedds G alax Wby Bdsudl LY

154

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

b Jlal e 055 Oly Supll gl Y1 et 3 15ae 050y (3l
2007) &Syt Ol oy (S5l SNl Opz) A adlr 09 e Goidly
Vg aladl B pan gl Sbdowd) G g [y @by cos) O (2009 —
Diggmg Gl Y2 Jands 01 oS5 @1 eVl o5l

2 a2 ghedl oY) mllas axlg @) Obdeudl el OF Gl
odny o Dugd lped) N ade G Aty Ly drs W pllaad gyl
oo Bbay (Oleshall ol 0 g3 98 gl a1 OF Gosh Sleglall ol o Slutes
Sloghal) ool o agl @l jlast o oW AW By hpeed! 081 Gu Jaip
5y13) Slloay dag b sty Calu¥” Lb e e Siag Byl Wilal gz )
Jgodly bl Blgg idlwy dpw Ll Jollly Cleadl ass @1 4l bl
o Dlgey Olulwy O3l asgdll ey (Gl sladll @ dadsuld
Il gl Bl W Al bl el Gyl Olgslly OLaddly Oblel)
Ao N AW &y, il 3y1el) B gy sl bLadl " wl B a Sy P igaisenng
G I @) ey Gl e d DU ey (Slaghally YLV Olads
oS By gl ade O U] aogl B3lel oy S (Oligdly blsll gad -
ety jlas 1) et Jgs ¥ Sty ¥l s CiBgs ¥ Eat

O3l e dege” Wb glmd! Y YL Lot SEY B W3y
bl 5y1s) mby dgergdl tosllly dwel) bl Al gealilly Slubudly
Wlaazsl (S8 (30 Slergd 581y Sblesally  duadll Sluylelly Slgyddly Sl Y1
Gl 33l ba Jsoll dadyy " Jerid! Jseoly dedailly Lol ) &1 Gled
sladll & 85grsh! Sloghall adhy Sldpladly ladly CYLY) dedily caglomionsg
G 3 pialt Baadl bl e Lgnlivy gyl nwly Wiy Bodd) LMl ey 16 (31 peaned!
8319, darly Slugpldll il glpeedl agmdl JK) Cogs Wy (il ped) 2l

155

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

Sl g JlamYly Slexdly gl Bywg 97V ewondly d9g BSINI Ol
A pog Gib o Wgrldh Ly, Bxle Hla OB Legsy S 1y clapdy
La¥) dewglg 43109 33Ul 1 Ll Plug ol (09 g SISGEN (el 33l
4deg ABI Oty as Lledlg Bl asS dedaily Slwg pldll o Hled! gosl g
sl JS Jols (81 06 Eott clidall dumse 3ol gl gL (Gy9,all e OB
8 oot oot 98 3yl (a1 Olg Logwot illdasy OCeg dadait o (39 73N allad
Lilgoy piid) ghped) oY) OLAE Jaddy (el Ao Gday Aol ool alles drg Vg
083105 wo J1g 3y13Y1g Gdusdly allad) LSy SUid)

4l @) a1 Bl SV Ry ulacl sl dgall Do U3
Sloglall ols LU Wgergs o1 F) B 5F LSY) of sl g dkeal) of Lot
28 Jotadl gl aluseadl ol ol wo e pBUIY gl 8315l Sleglally YLl
blod Gorods ¢ Slhosy Sl 1wl Loyt Doy S " Iona¥) 5 4 el
by 4 zpall g Jpogh o ULy OISy JoeaS) ol slizly g
by dulayl Sleledly SO ) oy LB e SN o Wpdy e F) Ciaddd!
G W Ll Slally olealL Aol R Lles gl oY) Ly
Doy 4 a8 Jposh o 32

190 okl L Szd Loyl Jaly sl W3 glped! oY) Sl OF Lo
OIs Gl ol (agblaly phosst il e (aiSW Ledsuandl BBl (LY
Sy (WY gl D 0V g BIREYI e L (F) Slaglally gl
Iy 59aSIl Birly qalpdl e Bl Slemd ol s e 1wl Lay
Jgo s pung Slug il Blinly BN o asSU dausurndl a1 Gllb evang
syl ga cliSy (lghwidg 3,aalt VLYl Sy Bolall o by Ll maldl
isget b By LS dilppd! Slozmdl o as pBUIY Gl sliadll Ll e

156

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

O Lot daowall Caisudly Lbmw¥! iliy Slwylelly Olbesdly Silaid)
3y 4 bl b dgodl gl W) 5T bl o Sy gallly FomaST B3¢0y
o Bylpasaly 3579 Ol b cail Lol Oy plgdly dalpdly Byt o SSWU
sladl d§ dyad dpoedl dndly Jaolly Sloslall By Slawy il Olaghall
S B ol LK) of 8yl ol dkasl) of bLaddt Loyl 8 glpeed! oWy (31 peedl
Ao Lge gBUI o Oly gl B3yl Sleghally V¥LaVly Cleglall Lolail 1gd f
P B IS e Nad (Joxa) gl geidl g w2l g alisa¥) Sf 10Y)
Sled) slizdll Llod daisundl (STl Olheally 3ylskl adhy s g2 G )
Goir po gl @ Koy oyl F S8 e 3l el sladl] A8 dadas¥lg
My (Dlawsdl ddase 3dlly Sl mlall @l oY jreny ddadl B
S e (L) Alias dgg iSOV A G Ale ) Sl O (6 enldll 0 B A
D Jolidl e g Ly puidl 0 Ale Sy ety

o Budly (lwylably Slaidly Slheall 0 gmis 58 lped! 231 OB adey
I Jotyg agmdl o DLy FaenaSdl Sy OISy Sty el e
53l pb oty gemnSdl S5y SISGaly Slinladly el l) o3 Y1 ) el
pSoully Slaglaoll By Sdamss ylp2ly pyea ST o Sleghally SULIL Glay (Sgins
6 it B U1l e ek ISy Sty 336r 30 el Jpogl
Al oty (Slaghall al g (gedad) QLT 1 2 et oY) SR ol g (K
Joiy D Sl ool ceondt wiS2 el Jsadt Bt oy (iSO
I eni gt 51ty s 8315 dyghl 5131 3l el 81 Szt oo

157

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

- duauR 1 o | sl | (30 S R -l | el |
The third requirement: the aims aI;d importance of cybersecurity:
WSy Bply 33 o pasdl il SO Uge 52 OF1 glpendt oY) add
o JUBYY Lo g 8,1 Bl (539,020l o9 (31,819 Colmwihly Sile iS5 Sladaral]
5501 S @) I Sleglalt L Ll (639501 g (i) pe e Oles
zel Gl SO Btk LY e Bygpall ada 3By (ases Y QW aoght Lo
Jodll o b o &I COY By Ui (31315 Clalailly Sluewih) ad Lige drl>
25 e e e 311y Slaesill L 148 vgd o b Y adey (oladls
3gdst g egerly @) Sl e dall Bla Oly Lepw Y dedl 8wy syl
ey oYl Jlemil s el @ladl Olg ghpeed) ou¥1 Slge & Ciriog 315k
OS50 LaT iy b5 O S8 gl dalail
DTy el o1 Bl ol Wik S5
o et ol A ogSs b Wb el 31N OF eias @ (dl) Jo¥ Sudl 1
Sl ghalll 35151
oo o2 i b okt Sl ol obesll O feias @ (Aa1H)) gl Sudl 2
el § Dlpets 6T sl r) O gaelain
O vy B adidnog alladl Lapy gl Slaghally alladl pg g0 CIW Budl 3
Aadsuind! ol Ll 3)0ght of Slaghall Jf g gl eSS baid b a5 b1 SLLSJ!
Sl gl At ) 4
iy Sl Slnwilly Sl OY 3 al Pl gl Y1 Lok aleg
op VxS OleS g ibley gof ool Wapdy ddally AU Sluewilly SIS,
Olaghas OULJl ada o S Olg (6N 362Vl JameSdl 3l o UL
Olg &b Slly ol dwased of duel Olaglas of LS ASINL 3lag S Ll

158

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

oda Ol Logw ¥ oy CBlge A Slidly Sloglall oda 1l 4 el g8 Jgull
gusyY iy (g F Y Bl OGN pe SISl Sluwill u ks Slaghal
BUly dlod 8 loizs \gundi A€ DISGadlg Slumsihly Joll OB 459 7SIV Colazedl Jlos-
N 8 ST Mg aB ) el dgiSIY) Dlermdl Connsl o (Blaghaey
DIy s BB wf o s &Y a8l

G O3S SR e O ol Wle § glpdl s AR e Yy
PSS s mxbopgs Sgu Bl G oal Bpd) Redl L) o WBlezes
\giary O &l oda 3 Ciavall b iy caliias ¢ guilow 5T Jbo oy o g
Pl rlgal) (S8 antdly Skl Bl gog dld Gig i1 S el ot
Sleed! sliadll 3 Son1gt O a1 Lias e 31y Lo alaiW) ol 3 8352 gl) il
Of &3 Jo 3dle (sl (S o Caanall ood Adggendl Slin) K W13 arlgs
Jor B Clldl S B BB il Mg B ) Cameay E peeand! NG
o) pgzedl 01 Wle dd e g W1y Lopw 3133 el gl ! Olomdl Dok jlos-
sir ol plad) e 3landly alladl § dnel 3,05 Jo gl (b Jole B 39 pslan
o asms aldlly (oY alladl DS Dloly aladl G Byliall gl It Jlsaly cane
OIS S9ug gt Y1 3 OLAI1 oy aie ol ez o of alaSTh aladl
thos (S5 b Juadl OB Aot Si3lgd1 aie Jrf oy calladd Jade of llle ST 358
g o) 52

S oY) L bl a2 e asdy et Y1 Ol 01 SUL pikrg
Lpalr Sgme Julfy Slaghall ool 8y131 1 lped! oY1 Bl § 8)13YL oy
(Bl ) Al a gy (el o) oSS o e 3lpemd! (oY) daglaia
Olazdl dgrish ONLA M S fgud S o dyudlly bl ks
sy byl Ollagy 5y13Y15 3l pmmd! o1 01 Like . CViSally 21391 W g 5SIY)

159

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

S97g ads (,.&JJ‘ 9 g3\l yiﬁ\ o LA M Y 3l ! OAQ\ Ol (..L.J-\ oed
Bygre 3lpeed ) By150 O Lhle B Sia OF Y (gl pmmd! oY1 818y oty 7356
Byiot I Al S5 Jull Ol aremd cygd) Al Bl B o fuws BgS
WLaggr IS Jd Jo ddladl Clalally SlegSHt Lo LS cdgling Lguldsg dys01 Wasylge
Cornol bbis lagw ¥ arisy wly T 420y oy &Y dygd dyoed) Lol oY) pdgd
W deaid LSyt Lly PVt LAy Alall 235y BBUall pelg g Ao At
Loal boigr 3 dall Leadluly LylsY1 delsilly toUh) " 1L et 681 b1 e
O Sy alght s 3 dwldly Agiadl Cbeol wudy )3 S ool
Oler po claglall Jgotl pliseisl s gl dg iSIYY Silazedl o0 Ag3 lest B!
WSy oo Sudl O 6l "SS9l Lslg £ By Jl G ksl Slleall 4l enl
P B ot 8 Ry iy oY Syl By SLSehe Axg ) (Yl

.(22)\.:::3.@;,- ey B D13 O fas g o8 Y (..3;\.65

160

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

(ol okl | |
:S'ection Two
ool | (0 i o | 0 & i
The rela;ionship of cybe;‘security to national security

Ble Jo uSTI o iy ¥ sbgl oL glmadl oY1 B 0 Cyudt B
o Bl Ay Bpinag Ao gine UK 03U deagedlly gy (sbgll (¥ pgede OF 2 Rage
) Aol by SN Wos GY 3yg el dad & oY) dnly domyllg A 11 fol gl
o Wty W13 ohim U sbgll gl Adle [ a0 il W1y Sl il e syl
Wy PV s gl OLS (ol sbglt o801 OB adey cigmyl lasYl
o o Dlisll Bgull 4y a5 L' caib g o0 Slgd sl oY1 gealde Siduws
b o i) S O g3 U1\ @35 B Ay deryd eV Lo
o (Ol J15) (St et oS D By P sis b1 o) s
" gl agms (o pay e A Byb o 3y ok oy B ded " Wb sby)
AN (3o S1D) 5 (B15 S12) o WS Pipnn b g sbh oY1 01 4
gty deasdll By lall gl (1) Butgy Il BagSOH Akt o 331 B " il sbogll
Wogs) adpeg " cahosstl gl (U gaadl U gt Ak gl ool aaw gy Diled day|
IS o el o bl [ S oY1 OB adey (bl clid) Sl wl (Ol

Oy Bai Sl
S Jlatlly Slaghal Ll S Alall 39 B3 LY sbghl oY1 vl A3y
259 Dgmed oo Slax W Jolgdl g Opa) A (past ) o ) § 5)8
Bt Cdsly Wlully 3l g Csdsdly lSdly O gl plpeddly pldlls
@ DN pgadt W G oy W grd Gbas gl sl il
B e Sy Olalas Ko e Gdaxs Ol @) Gl Ol Yl
L alld de i pg g ladl Ly ol ) g 3 y95 U 3] AaSTH1 dedS

{161}



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

1 ke PO, ) ot 1 36 31 2011 plall is g ) SIald) &) o
A G Sl Sl s e G ppglall 3 10T Tig iSO Leliw et Slia
.(28)8:},!\

iop ST wh ol 3 Gl oY1 aasly o3 ) 3Ll OF Byl 0S5y
dpd JI Aol Aty o3 ) SladYl C1d Jolt e Cllay g (gl pend! Slgl
3 pedl ) el Loty Lo Y (gl o) sliadl) lad- plaza¥l o il oS Lokl
@5 OF it Jo s &Y bl oYl daghin o Ty ¥ iy Ay el ST
JI Jelt gy (abgdl oY) deiiul e @l sbgll eY) dendil
Y i e Slagdl o 31 adanas 3 ) oW BSCaludg B e Sl !
Dl 2, 0ygiy 1y Wdle 394 &) g ygladlly padl @315 (31 jd) sliadl) 019 Logus
& ol bl (Oleglall iSjlin Jolds UL LU g VT Lewledl e g Y
SlgSH 0B Ul Gy (Olghaall 1 Bl mien mgsde gast G el g9
SO Wil ddSad ol aladly oY1 o Blim Slaglall oda AL~ Lgerly o
dagSHy bkl on (g JoWy Slaglal) Jals Gl gy Yl e g
N b Bt ) o (S5 (sl o 8 polall Dy ) o ol S
Al gl (15 il penedl 1 (T DSl 1 B Hndy pLud) B o g e
fas Jalll O WS (gl pod! Bpsloghllly (a1 Bylslg (gl Aol ddl DLy
s By gy ST e Sy Jtns Sty g g8 Ll

doedlfe) (35 89,0 fWll g3 (o Ll o B Bpolall Dilygladl OB addeg
alit g Al 81 Ol O3sH1 g (Sl O Ao glped! A iy
0555 01 oy Y Lol ) 0 OF Lade () & BuSLL1 BBLEYN dmpbog pibol bl Bus guas-
ool g B3 (39l 8 i cmend BagSH) o il Y sl g8 b 1)
N ded) Al o8 odgpedly sl S5z ly csladlly eSS ey bl

162

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

Slwhly (Slaghall Lorgd¢S59 Co V! dads 55429 (19 alall plladll o 3l ped!
oY g Lokl AJallly AenBVl Clidl e b (oblglly sl duoglad)
-(30)@‘}?“3‘

25 o 4 Y el W Lbg Bl i) £y Blslb Oled ) g
3 sy doldl e Ggre JoT Olews (g R Jalg b Al ol (0 8 g0
Sladl Bipaly (@hmd! oV G Sl | SCi3y eSS |3 e Lgasy L3l B
oY dokall Cleol by (g led Gy Ogladl Olaiog duall LS
(B AN Bl Bl S Jos Oledd o8 Ggish) o8 pladll Lee
B ol doedl i) ouzt OF By9p09 byl Agull dilje & b 3yl50 janmaéy
S sad 3yoYly (ghdd 1) s ol g dawgmeg dpeed Blualy dodull
5159 toylsh i agy chamstd) sda oo dylesal Oladal il gl Sl
Slkas slprly (oBly oS pladll Gy Slaghall J3l5 1359 (3l peed) (Y1) b3
(@Bl Ay et ISyl o8 hiad lped) N es Slyusy BS12
6y & pned) AaY) o U Bty 1B gy sy Condly HSYI peidy
B ped! o G ) A sl Raglgog (Al prmd) A po AL Ry Syl B0
V85l ottt o) Sty Skt

WA 1 Jaull on DsladVly & Sty dpolend! el pa)l ConnST U39
AT 3end! sladl 3 g j0l5 G0 g B O s (apdby pemst Gl Cmay
! neal] Aadlt SEYY O I3 (B o) S (5 E B DY e LR
) JCEI EUnL Byplhs g B3¢t Bl Slkea) 801 S & gl
& Bl edl Jor & Bshad) s ey (5o o155 (G A
G153 A 3 B e ) pgmdld (sbgll Lgael Ao Jol 38 juas Adl) ALY
Sleddt fuoti o9 el 1) Bleull o LW 0 B gine A8 gast Bygd Aoy 49

163

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

P g Gk 3k Jak | 00 Gasdl Jolgs gt ) 2l et )
O U3 gy dammy agmedl Ay B3L) o A Bl AT 39 ol ST sbgll
gdladly dwlow SLEW 4 0! o L ads $l slazel Wl R W]
3 Ol danb donnS Lol pad) Olazegh) Ctlll jolodl day Lo Y A gods 3,89
Ol SN G Uy 93 (S35 B ¢ el S

Ograty jlanadly JLSIN eI OF 92 Al pyeand! 31 Blis SBylds A falg
Jians WA By BN A gl 1358 Jitd Slaghall LS5 3 gl 508 138
3 (g8l gus Al CopYI it 88 Jalll s o kbl 379 B pkaadl Joull
o S llE Y Ljae Bun a8 o) Jo ez @) Jgldl OB M3 e
a3t O 1 Blie Bl gl O 3 AL OF ST (gd oY) BSGS g ks
3941 (g3 Bladl ooy gl 3l IS5 B (@) sliadll § yglonsa
s oy Gl doddt) o dona Y LY ST i) el Olisglly JUd) g
R i S sl (e & <> oda ‘..’LQ.Q.U 850 (,.ai ot el e Nzd c)&‘ﬂ\j
Slezedl argiy daldl ads g Al Col AGs LSV Ogllualt 358 3 cansn
B b o A BY ol (b Jg3 me dewlaghs OOSEL Lgd U3 SleS> wo
(Dops gk ot 2 1S Glres o Arige oSE LB Lol ad OPUI ks
G el o 05 B b gl 1 iSTge & By A SUg G sl s
Aagalll g danlall OB bt gl Jog (glped! pemel (2 adl Ss By
P Gas bty pad) Sl Jaf Gl sliadl

iy Sl Ladai¥lly dwbnd! SISLE) Bugind ol Lol pdl Slozdl O
(tedions D15 ehedl 39 § Qa1 0 O (6l G el bIhg g STy
Sleza (I Jilpll 280 g 8 SIS o daally (orlgll Bygn slis| RIS (s
bl ot 3 @ity oMl 8 LgheSTL Bue <381 2007 52005 sle (a5l o

164

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

JE Gyl ol gl 3 s, s i WS Vst Sleomdl ez JIy Loy
I Gl oty 3 med oS Bl B2 i (2009 U1 G Slendl oda
O caksl @ ghped! 0L Liavasiis 8313 Buoud) SV Slast Wgs &Y 3by)
Sl CaSd L) BN Sbgdg¥ O WS (o el il JIE1 g g et sliadll
3bs el Slazdly (nandly Oyl 2 & (FBI) (S Jhud
OICh Jo ki W Jhe Lgalad Olg sl o1 o) o 1S sl SOl e agmdl
2l e Naad (sbdl ) e Bl i U kst F1 35S

£8 oo FeeeSdl 8393 — lw pgzd 1 2010 sl 3 Lggdt Ol Sliwe
eld ol yl B e JgmeSI) jay pe Cublies Cindd £ &% Stuxnet —
psgde d) @B adf o gl Y1 sl s (gl (s Ss ppma
Spdl o gbdl o G gE O (S8 D) Olemdl 0¥ (el
Sledl Y1 0% L Wgll 3ylge al wio BBy Joll o it Wb (!

.(34)‘5’,:.9'\}»&\

O & Bleily gy Olazdl 58T o A Al paand| Slaedl OF SIWUL g

B Aol ped! O DU adeg gl B9 OB ks L pdally g3

S oY1 oS8 Gyl 2017 sl (8 eadly [k iy OV sl L1

el O Al ) Slomghl (S8 S Slole Ogiard (auly Bl o gud )

Jo ol oal faly s gumeg 58 Edl g gL Slucwilly SN e 88 131us

glondly dopudly jsladly pdigad) (S8 SN 1 b Alpedl Qg3 0l e sl

el Jlomenst) o Sizb bl ar 39as ks Yy OOl e dJle 538y o115
by Jpesty Dgul po dad JI 85

Wlas gy cslgm S o moattly 3,80 ASCie iy (gl o1 OB adsy

P 0T e et a8y 3 (JgY1 Al gby ol B cwled! LB 0

165

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

o ST s e S o ) g g5 Wl ) O ey i ol 2l
3 (e pgred &) 3 8390l o Wgull Aeslondt @l OF I3 B PS5 U0 3,2
S ke 15U ke Gy (O JSTG Jast el T e gl A5 ) a4
Jg Ol g Ui Sla 01 Kle 35S bl 05w B d aog pus A= 39 (3L
el oY) Bl o dinew W1 § p ) e ade O a9 YT jlaedl fay
oy o b Gyl o Tipd Ses jaad) odapw 3! agmdl OF M3 Hlad Lyl
O bt gy o 1Blase) Walas Sas 6l 51 aad)

by (Joul & Ll il OSN3 BT ST gl Y1 ol iy
¥ oab ush JU- @Bly (g G JWl Jg5 aod & @) YU llaze Wilie aiog
5 e Tl Bpdly Byally oedlly (ol Co o Jgl) O Bly Bemd Bl Iy
Lr oS WDy () alusenl) Oleda) Lt ool ply Slydlly (Sl i)
O3 ) 3ig oY) o Jolgas DY Las¥ly Soleglall

Sk OYlaily Olshael) Al Ladl e ddazall Joull O SWL pld e
2" Wb Gl V) a1y (Blaast Jos Ak 3 J5 OF Blne per 5Y
Galasy Shaatny Buloze Gl nl ol Cllay b adey "Sloglall gzt dyg)y)
el 18 Lol gl ped! o8 diby Slongdl il (35 Joull) dsl By (Lalis Wigild
oo s e Uy 1S3 lpeed) oW byl St i) ik (2011 ali s
oI At dge by ) Ul g S dapgy dedidly ISy pd) S
O S8 g Sy sy Ol oda Jas 399 OB &S gy (3l el
O S8y caemmall obodl sl ovay WS Wgs B sbgll oY1 Ll 3 dslug
Olewy Jglll cu Sl o & glped) U Dladll Lyl domdtfud) dslus
Y OL g - aldl el (g ) e st 1 G et
Pt cstally gl el e Guilal 17 0T eped

166

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

7Tl ppmn T pdatn 3] (endy B o (0 Bilpeed) Slezdl by
sLadVly bl il Jo 308 il & 06K OF gl Lpond) Bl DU o
Ol Cakid 3] sl Ol il old ol o il N1 (ool gl sy ddimag
bor ¥ S S 3135 IS OF el Jam S 9 oy Blas Jo il gl ells
A Ggas Sy coYLai¥ly Sloghall Ll oS Azl &) 3 poxedl pigdl as
(400) 35l CopYl Wl o Syl AW jludt O il any geisy . Vitaay
d (gl L) g Sop¥t i dl ads aBlgh e dedl @ Sl ¥gs Syl
!y F sty @oladYl oY OLad st e uslg" Wl @) oY) g
s

iy sl ppdl Olezdl Sus B3y me gLV Al ped! A5 WSS 31559
(Ologhall by (JLsll Jdawt & Ay pludl dal U] Eslppnd! Sl ol
D aall Cilsg (N3 g Y1 8ylsg

G @ R o T 38 GOyl Wlg B! Slazdl Olge O We
U gy ¥ e iy (Yo 600) sy i) Slozedl A Caadyl 2017 )
Ol 309 CSTa Y e OF G AL (0SS (oL Aoy N 35681 sue Balyy
(Y0 91) o ¢ WS dgondl Bl Jo &1 pd! Slemdl 0 (Y0 31) 5559 Byl A
& oo (Y0 85) Ol (g il pe el By Bilpedl Slamd) (s
(Y0 38) 01y (pdgail) prekiwal] Byl Gogy 3973V wypll WLy o 301 i Ll
(s gl ol byl Cdgug Subs gualpd il W1 o Bluyl o didl BB LI p0
zrb agma ol Oly B Ague ghad i oL ddast) Sylialt gl i Jis OF (S
Mizd \ghaSTh 4535 g OF (S5 (@) PN B3 ) 5250 Byl ol
Y93 Ogke (4,2) SyLial paldl g WU biwge phuy bl e pels o0
Al i g1 (6) B UL B3 oo tSI o Ko g IS e s

167

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

Woeo o (Yo 61) il p Cabse AT o 31 gl @1 Bl IS, 20 U 2017
P 3
Wby (317N A Lorgd oS o Uyt WS dazmy pwolall Jlal O aBIgh 3
o iRl g2 feats JWl ST Al G Lol il agma ad 46 (39) JST OB
et Jla ¥t Slhas 0 (Y0 60) U1 Y93 Osabi i (3,1) sy 5 dygiw L
P bl sus gy g Y50 ke (B0) e gny dsedt gzl e
43) 0y Wgs (20) Jo ey jased Oseke (700) & 2018 alall (3 sl peed!
G dhadt &SI 5521 sue iy (B pheall SIS Bugand Bl ) ol ) 0 (Y0
! 3 gt Y1 Jo Y55 5Lk (96) Bl &5 ylke (17) 2908l sl4 a2
dgylnd) SIS Aol @11 citlSy (2017 aladt o (Y0 8) ayd 3343 2018
G e O Blaol dayb Aol 9o addt 1dag (V55 Osaki 5 (2) 413 2019 sl
92015 s
meJmo\gjww’sugwy.qyewusg\y@
el o 9udll Gpi5 o)) S o Baabl ASD Bierly Slaest 0 il
g2 Jgt 0 (1989 sl § Al Copl s plpsl ¢ bk (sl JSCEL
LB 42019 oWl § Codt OS2 sus fuog o & (1991 aldl G Jeb e
sl 3 jlbe (2) o o) it 34§ pS el 3 31y gLk (9,1)
sl & jbbe (6) ) sudl adsp O adguy (2018 sl 3 Uk (4) ) 2015
(300) &t~ () zloww JWl OF glpwd! 230 ezl )il ©usT WS (2022
dal 3 B il Oy leww ¥ (2020 aldt § W) s Jo g0 ST UL
2020 aldt Jghgt coblyg jlbe (96) ) 2016 aldt § cublys jlhe (4) o0 ay)
3% By b o) G L) Oledl il OB Ola oda o Elyg
U3 uSh Ly (Olaghall L oSS ol o BEYI e slyg dslally dol) Sl gl

168

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

2018 aldt 3 J¥ss jlbe (114) o 8T &y Slaghall ol o Ll Y O
2019 st 3 Y93 jule (124) J) adiyly 2017 a0 (Yo 4,12) )3 8305
P 8 il B9 Bl Slal J) Bdll oy o Las Sliad (%0 7,8)s ji s5uj
Q) Bgoy by JoemaSdl B3l ol B Dlp Gib 8 Juod (F) 13 D)
3139 Ceog By Apdd 283 gy d Lo DUl W15 ey O e S 3 38y (il
sl b dlle 3palby Aot et Ag ol Wkr iy 3gd] WL Al 2S5 aY1 Juall
1 2019 st 8 Jualt asyly it (40) JS4ud) oo pdy o0 June 052016
2021 st Jokst 456 (11) ) sl lia oy OV aBgdht g (it (14) S doeo
Candiy) 3] ikl Ad) o ARWN 081 ST 3 Bgls By S5 e o 13
é};’l\ P9 2019 {a\an ‘3 Y9 ke (5,11) J! 2017 (a\.d\ ‘;3 Y93 b (5) o
Ol @355 3l ped (oY1 55 OB Logasy 2021 alalt & Y9 jLhe (20) JY Joos O
ale Johst Gorw V93 Osalis (6)1 bl oVl Wl o AW 0¥ WSS s
sjj&U J‘i}; }si A 8 2015 ew\ ‘:3 )yjé O}:b..j (3) ColS O day 2021
Byl § alasy)
J& o 2020 bl Al bl pui Che diLl Ol Je 2l
Ode o il ) Slazedl 3T 01 sy 2020 all 3 las g 31 ol B slB-|
gasS dgaw Byglas o 31y Ly cslgw S o ol alall elladll chety LgheSTh
LS L 5yud OB Bl SV 2y S dmadl o QWL gs el 2 Lgai-Sag
Suks (21) oo 28T Sla &3 o Sad (Yo 05,0) I drpend Lo Sy asdDlsg Lgio
cls 3315 2025 sl Jolst Cislianw susg JWl 14T A 3 oY Jaare jler
Bt pg (Y0 300) o ST L oY dag b sl o Slomdl Lo gl
sl Jglgt Y95 a5 (6) U1 Al Copl Wit o AR L0 RS fas O

169

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

b ll st ST uk 18 2015 aldl 8 y¥ss Oss (3) iSO wa 492021
.(47).@@ 3 iy

31559 Wgd Y sball oYU Aall 389 peol 3lped! oY) OU gy o
OF &b (glpemd! sliadlly \gbliyly Slaglall 4als Jo gl slezel 3y LalS™ 35k
5peS Jlad I @ajrw dals 920 4 ( sboglt oY1 g5 O Wb S8 Bl pd! Slend
3 et d) &gl Lgaarty Aol dd o )y lgeiblshy A )1 Blaewge & Aol
Sl Gl e L) 8pile Jhrw o Gawed (ol GO Wis L3 oda i Y
I Wl 808 Lanias dole dsld Wy wisS 4‘.3:@5 bl dends 3 N0 Gorkin 3)
gyg 0 by el diad day (3 peed! (031 OV gl S5 aheg (WBlunwgog caibol gl L
gy Ll \gogd B

el ok | it |
Third Section
o | 0 8 il S (§ (o | g 0

Ira“qi national security in light (;f c}:bersecu“rity challenges

iy Glall o) Olads 58 ) Tdos 0 ¢ SN ) 81 it s
4 Ofge (il mext slug ygdl wloghas By Ly (el sladl 3 o3y
Gk o8 sty sbgll Bl ol sus B Al ped) Ol me faladly canleyg
HPuis g Blly 4l ped) Bl sz il e o5 Sls VI e A gadt (5

2006 2l dis Gl G et Wi 8 Ay Olilex] s Ty
Wl A e Caliyld (CIRY e Olhedlly Sl apdl HLESY) G
A Al $ A pand! Lo ) A 01 f ¢ B1pal) mansly plladl 8 el disWly co iy
5 A g Bl G Bl @l Ol Ce gy gl Gl @ e o
Jladly deg il 8 Al el Sylondly Ao Bl @Blge iy (Jigad) Jomby (Y
(o) CiSe Vo J) gz sy (g9 fSIY ClayYly (uidly (SR e

{170 }



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

SNl OF B3 il pend! ol 3L oty 2011 — 2006 (o153 idi el Gl
2,246) 0yud (Lowgs o Jirg (gl S NS (1) @) g iy o
G153 C3L Wby (oY pdmnd By 13 Bl ugd sull sda JMs (Y0
Ty gl Oslgs Jule B s Wl oda Glaae SIS F3 il g o
(Yo 8,27) dy anyd S wlslgs ol |8 0 BB Lmyllly (Y0 4,63)
SV Bjlds L) ) A2 OV A ol 38,001 23S (Y0 8,8) dy S
Pl STy ol od QL) ed (ol 3 od B ol Sl S8 B (o Y
o oo 29Y) Coadl y S o) W8y (Y0 8,44) Ly Gls (24) o erylesl |5
z2ly pige Moy (Yo 1,81) wxed Lo ySHI CSTy) Bl At pend! 131 2
Pipial My Gl 38 e S5 01 ot Al ppeadl @3 (0 Bl el OF o

CJAKJ&@, I Bygets plaie pb B 3 IRV Bgw O) b o Sliad
a5 dl ol B &l plogVly (Bl 8 e g AJEsY) Al L dned ) SUS giag
OV Rt gl yolaas 358 L) oSELY @05 W Aol Co Yl iy & S

0dgd (ol Ag Pl Agrish lam Led LIV a3 G OF S
kel 431l Ladasedl Byly9 O Whe i JI Blall aosstl Slslesal o Cond A5 3
Blpe Chomial Wb AT M Aol W13 oo e Jl s O 2013 sl § w)
By dugdly BlazsY1 (513 oda ey (Sg el Laadie Jg  Slozx ! Juol gl
ol ol jam o 2l Gy dapss LYy Olusdly deaseidl Sleglall
CDE Y1 e 1555y

2014 sl dss oWt ety olas Ao o) ae ouliEl 4 SUL i
gd o Bl § Alpew G Sla O glaed! 080 Gt Gl OGS Sy
dne) (Sloghall aedg el pidg ikt Wi (sl feolgdl By alusuis
S5 Jilay Jlg 1 g1 o Olams ol (I BaolB o ciged b o0

171

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

Oplgl) Ty (3> Lo o 01 Loy (Slaxx ) Joolgdl Jilay e 3l gty lids
3 Sl 8plS albsual gf Sl Bywy Glgrl S (Sl el e
(CoylasS gyuil) JB ogad! la Gy (Dugadl aseidl (5,8 b 4318 0489 S
dSe & dwasdl 4S5Y) (Intel Crawler) Jo\S Jo) 8,8d ddidl o I
ol a9 (B3l gl pdsuind Blpll G Oleledt jary Sl O1" 14 gl Ol
JSOV &l dims SMle 39 dime Slelary Bus Jadb Igduganl UBg (egugn (o USTH)
O Blaoly ddsylall ddst OB LYY Lgalaas & Sy Ayl 45! 2 L gl Slomd
Coudl Lyl Ogashy ( Slor¥l folgdl Pilug albsuinl @abled Ogugiu cnalgll
Slozedl oda 48 S5 Wy Aol @ B19ob gy s Bl 515 G argdl S5l 8
gl Slpalall o Slaghall ad gre LW Sy (s Jeoghly Bpadly slusy
Spi O lde " oSl Sy 0 gSH1 of sl D! cu o¥Lasly (ol
S 3! sliadll bLid (gadlpe g0 Blaghas casr (Intel Crawler) Jg) S Js!
OVl 8 1) YY) peg

OV 2014 ot (& (Intel Crawler) J9\S J= iSpad s 581 ai1d Ll (g
sladl & A deg,iu pé Aaddl & &yladg U 1ds 11 e dows Asd Olgr Sla
oSS G A Sleled SBYe gy S S D31y Mg BneS Jasd gl
ot el B piad) LYl Clsleadt 493 8 Shaad dygguy Olply Lndy Olidy s
59 g

s \gueg Aoy Silela dage el ald lpend! Y1 M2 sy Wy
Sl Cdey JWi J93 0 il o R pe Ol i gyl gels
O (degSHl o Slalally OISl Olaally G sSE Sluwilly oMol ilug
BRI [RCINN- SN s Py W U PRUN QU2 SN RERUE-TF -3 I wea 1
Ol S jhadl jogadl Mia g (2 M) b "Gl Sz Wb 0sheg b %

172

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

ookl gl Olles 01 ad uST 2015/00s/7 G Vdd (FBI) (Sipe¥t 1yl
ot aBy (glaygVl 1y o ae ppdblase 31T IS e WIS e Coudl SIS e
SSyidly Ayl Ol Lol ol Olaig Condl 62 § Clheall oda
19 i Jolll e dydall 3 Aty Al Ole gy Al Oluwilly dyylond!
CP2USa 055 Lyt Aly) 0B \gails B 0 il

S oddl Jladl Lle SOl gyl ety gk Lo Llped) 1 OF e
okl ddually Bl Oy Aoyl Ol do ddld! el Ll
G peed) Sleedl y93 1 o 3 3] dabgll gdol) B plall dsl Y1 SbLiaally
59 a1 Slesdt bl

P laghie 3 F A b Obad Jaf Lolped) Olagdl O aBigl g
G Loawd Bl ogdr @l 2SI ysladly QW1 o ZLEY) aed ( Blall by
Lo L) Bl 3 im0 Bl gl w13 CBPL ST Sleglally YL J1#
It Jgs oo S (o) 152800 1ol oz 8 Bt peedl laedl 0 g 5SIYY Bilad-y
Jos cll3 =¥y COLLY Glcill s ddlad) et ade oty 43175
Mo By (@bl 0 B3BW glpeedl oY) pgli JI2 3 (ndgdl 41530 ae Bl
Gl o (FUN) bV I il ae Bl A3 LS Sl 0 gead
Ly gl s 21 o el A ! SN Doyt LR i&b}o (16)
o nkes ity Bl Clalr el bl ey 7 2016/J5Y1 05182
g FSINN Wy (i) Jhf g (Ol 0 UL B (3l emnd! BN Sl
Joriwg (glpdl oL gl B3L5g bl KA et Bl By g adyg
8 831l o 1 3l ) AN 1B 305 o gl 0kn

sige ) Blawl Jl dwadl e (158) d5l1 ol B1,alt OF SIL pirg
»alt (Global Cybersecurity Index - GCI) 2017 alall Ll gyt Y1

173

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

L d 5SS I 3 Al BISH @58 3ol @a¥1 1) gl YL gl SN e
S et oY1 e 39 Gl et 2018 st 3y .V eYlaly Sleglall
) e Wy (175) ol o At wasalt e (107) a5 bt 2018 ol
S 515 & alpmedl oY 01 Wy 0 dll Jodlt s e (13) a5 s
ke (el H1E e AYs dag

L dag M slgw Bl & oW el bglas a1 OF ) 85La1 e oy Yy
S oty g liay V2018 sl g (15,297,411) caby Skl 51 JUEd)
O Jlas ¥l L1 131 L ¥ (Bl @ oY) O gl Jleaadl e
Ol Ogehe (40) 1B ks W3 31l OSw oo

G 3k BN Aasll) il Gt N Bl ol s Bty
Jol ol me Ogladl "glpeedt e¥ly iSO BLA" 5 2019/ 4151/5
dalg At 658 359Y) Y Bepsdl it (EC-Council) 958391 3yLacwsd
Slles HKaly Coud we Dudl Oy (JIS 1ds 3 Ll 0y95 dy 31t Y1 LLD
g fSIY) BagS Juruny (ABI gl dogSodll ANy domsil ) (3l pnd! Y
ed (S B g ! GBAN Jowy Bl b 2 31 Al ped! Olgdlg
Al S8 o Jaladly (UL B e Sad (Bl G Adlped! A
e ¢ (EC-Council) y555 (sl sn faall Ao &51ppudl 8)adll 35lazslg
g G sl il LagSH1 Lo Blw G S50 e Gy (Gl sl
O BN gt N im0y g 1OV

agma 41 2019/J5L1/27 926 & S\l o5 i) Obdodl Bl (3
Bty BN Bylyg aBlgs Wy ol (GosS- BBga (30) A1 b ol 3 LB 00 (3 e
Geles o Igkond Sl am Oplgll Janal By ciomeally bl Yty dmyly
Al Ef o Y] ppdsund) g Bl e @) ol e Sl e Sl

174

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

3 sl \guan O Y @B1sh) jand dmy s B3lmi) 3 Cond L SH g O W21 e

11y agSH ol 3321 J1 Il o 155 gt O ke (Yl 5,

B8 Slaghas b @b et L der Sy Bt 065 01 23,80 (0 F) UL Sus

Al 635 455 Wdns G171 M Jos Byshas o0 Lalhpdl oY) A3 Oyl By

Vil g fage Bal Dloghas e

o Oy ) Y1 g glay @) OISCEL) ol wud s ligasg

(T gk tas oy G101

&5 ol 3ty Gloghalt (oYL Lol G g Silay 3ty (ilsdll i -1
g 395 3L Lag oy oS pladll o Lghokes o Db A58 Sy i
G 8 ol pladll e Sliad Blawgag Blilyg (3 8342 el Olslr) Jds
B g > o ety Floghall Y

(3peed) ¥y Ledil) Sloglall ol J2 3 galdy Adst dgll SNl Car -2
55 gl § 52 Gags 35 plaly cups o S Jeal) ey Ly
A paed) OLud) Bgr g Jo g o3

e Bl gl 3 01 su B 2y-b Bl ¢ o) gl byl -3
g Blad 315 cLadl 431l agS- e Cllay g cloryls SS3ag Janby Al
et da @ eddl dld Dby s Bsige DB LY dde OSLs

Bpolall iaal bl st Sleghall Lrgl eSS J2 § ) St Siys) b —4
M e il 3ol Al Cbdsdl O ol (S des Gl sy
Bl el iyl Al Sl Jeb> o Coudl pilies AL
Oyl & daddne dilaghes Lo gl oS0 clicl g L) dlal) Ly o8 slax¥lg
ol gkl CSg

175

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

e —
Conclusion
Lrd g o Wil slas) 2y dege Aid> Jo USh bl Ulls aBly O
b9y 1ol 05w GuL 0y9y 22 L (Bl lgr plaas il OYLaiYly laghall
Y s pd) Slemdl o ) o1 Olaws Byg00 929 VT ity g3 01
Aol o &5 M Akt Lyl Wb aild cBgl & Sy dip g Slezedl 0da Ol Lagw
131 Lo Bk 0555 OV 3Ty (JUily SlasrVly g pSHlg (63LaVlg  colend!
gled e el L B Al ) O Gl by ) dd) Cduga) L
GBI o gl play alonds OF (S8 @l S )l (S Byglas STy (g B
w13 ca & ey 4SS Jpo 8 9 plel el B3 Jrr & (gl gl
o8 2 hpdl oY) e Bwlo¥) W1 OB ey cargrigh Sl IS pdy
8568y s g dlue CNGUS 3579 (b 8 glpeed! sliadll o slexeL Al bl
Azaléy
WTVAJLJ‘ OV s Yisjﬁflﬁr&@w\ Yl (aaS ells e Sl
bl ol Babyg Al BUS sl oy Wb Hlly (glpeed) V) Al § 2>
N Slmglinl 29 (Bad Aoy Jodl oo oy oypy Mg Brolall Ay
slyg (ol pladlly dpsSH Sludhl G 4kl o Cowlis 39985 ol allaig 3 s
S U dodine Ol 2y (JLai¥lg dgleglally Lo ol oY JI2  dodine 43168
S polall A el Slpdoal] oy (sl 0
(Blaghally S8 JUB 8 Lors 31l ougs S LYY OB Bl Bhay Loy
Aol Gy 0l CBugins 31,01 §68T 125 Ble bl ade 23 ade slaxs¥) Wi
Slozmag Gy Al pdg &)l Oluewil) Cougd A8 dulay¥) Ol |3 e

Syl g Bl o gl G B 8 polre dpial LS Sygh La 09 (BUS il pyews

176

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

5\3;.‘03 ):\; ey uﬁa.:g. \..Ubj (Lpy 1333}&5‘3\ 3\54.4:-\3 @W\ M;ﬂ‘j L}‘J‘?“"‘n
Bk oda dgrige forl e daaxsd) 4ol Cleladl e B3UixwYlg

177

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

o) | Guumlf

Endnotes

D" Dan Craigen and Nadia Diakun-Thibault and Randy Purse,
Defining Cybersecurity, Technology Innovation Management
Review (Ottawa: Technology Innovation Management, October
2014), p.p. 13 — 14.

@) North Atlantic Treaty Organization, Cybersecurity A Generic
Reference curriculum, Brussels, 2016, p. 17.

mRajesh Kumar Goutam, Importance of Cyber Security, International

Journal of Computer Applications (New York: Foundation of

Computer Science, Vol. 111, No. 7, February 2015), p. 14.

Hans de Bruijn and Marijn Janssen, Building cybersecurity

awareness: The need for evidence-based framing strategies,

Government Information Quarterly (Amsterdam: Elsevier, Vol. 34,

Issue 1, January 2017), p.p. 1 — 2.

©) Ibid, p. 4.

) Daniel Schatz and Rabih Bashroush and Julie Wall, Towards a
More Representative, Definition of Cyber Security, Journal of
Digital Forensics, Security and Law JDFSL (United State:
Florida, the Association of Digital Forensics, Security and Law,
Vol. 12, No. 2, 2017), p.p. 53 — 54.

) gl drslr 1 g ) Agrtsh) Solegliamsy ol 1 gleradl oY1 g AR 5a 3 O
3 o (2012

® Daniel Schatz and Rabih Bashroush and Julie Wall, op. cit., p.p. 35,
56, 66.

3 2 053 G yheas ygr RSV 36 3

1300 2009 (Ciir (lasall Ll 355 VLl G o8 oL St sid 0

W North Atlantic Treaty Organization, Cybersecurity A Generic
Reference curriculum, op. cit., p. 17.

(12) Rajesh Kumar Goutam, op. cit., p. 14.

) Dan Craigen and Nadia Diakun-Thibault and Randy Purse, op.
cit., p.p. 14 —17.

4)

®

178

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

) Jitendra Jain and Dr. Parashu Ram Pal, A Recent Study over
Cyber Security and its Elements, International Journal of
Advanced Research in Computer Science (India: Rajasthan,
Janardan Rai Nagar Rajasthan Vidyapeeth, Vol. 8, No. 3, 2017),
p. 791.

Kouroush Jenab and Saeid Moslehpour, Cyber Security
Management: A Review, Business Management Dynamics
(London: Society for Business Management Dynamics, Vol.)5,
No.11, May 2016), p. 17.

(16) Rajesh Kumar Goutam, op. cit., p. 14.

") Tadas Limba and others, Cyber security management model for
critical infrastructure, The International Journal
Entrepreneurship and Sustainability Issues (European Union:
Entrepreneurship and Sustainability Center, Vol. 4, No. 4, June
2017), p. 560.

"% Nate Lord, What is Cyber Security? Definition, Best Practices &
More, Guardian, 15 July 2019.

https://digitalguardian.com/blog/what-cyber-security

") Tadas Limba and others, op. cit., p.p. 561 — 563.

% Daniel Jardim Pardini and Astrid Maria Carneiro Heinisch and
Fernando Silva Parreiras, cyber security governance and
management for smart grids in Brazilian energy utilities, Journal
of Information Systems and Technology Management — Jistem
USP (Brasil: Sao Paulo, Universidade de Sao Paulo, Vol. 14, No.
3, 2017), p. 385.

D Tadas Limba and others, op. cit., p.p. 560 — 561.

2019 (gl oY) aS § sy coins agd

https://www.linkedin.com/

02 02 (2011 (lrs )15 10Ls) dukld dulys sl o 31 LY (g wtd 3 P
41-39

o) 5185 33,1 1t Lo Jlo 8 o) gty oY1 i p a5 agp a5 OY

(15)

179

—
| —



2021 - Js¥1 suadl — yaladl il uslieaadly 2 g3l pglall Ala
(SIS DS e 10Ls) dagyg¥ = Gy )l SO § B ol (Jgey Bgiz s P
14 5 (2018

1) Eoml sl Sllys (gt Jll 3 Geded) Aliansg da¥) Slulylll jolas (e d AT
12 =10 o 2 (2012 (169 suat izt ¥t Srgedly Syl S Sa 2 b

A SR ) 38 e pent Bl G SR BISs Byglly 1Y) ( pugedt agr XD
89 —87 o 2 (2016 (luldt dulysg s

28) Jerry Brito and Tate Watkins, Loving the Cyber Bomb? The
Dangers of Threat Inflation in Cybersecurity Policy, Harvard
National Security Journal (United States: Cambridge, Harvard
Law School, Vol. 3, 2011), p. 40.

) Ldszlo KOVACS, National Cyber Security as the Cornerstone of
National Security, Land Forces Academy Review (Romania: Sibiu,
Nicolae Balcescu Land Forces Academy, Vol. 23, No. 2, 2018),
p.p. 113 —116.

o Slalebl bl YLy Slaglall SIS pob L Lol Y1 oy wjald O
26-24 o p (2014 ;i) 22 = 1 B it 81 B eby ol

A gl N By Eemdlisl g s VLS ot SENL sy wed O
50 =36 4o o (2018 :iir) cspmad) 18 it

G2 Kenneth Geers, Strategic Cyber Security (Estonia: Tallinn, NATO
Cooperative Cyber Defence Centre of Excellence, 2011), p. 9.

Il b o8 Lgas Jeladl BAS) Ao da) Bk (3 A b ULy Slaglall gz 4 Ly

(26)

{Sige

33 1bid, p.p. 10— 11.

Y Ibid, p.p. 12 — 15.

52) Jose Nazario, Politically Motivated Denial of Service Attacks,
Cryptology and Information Security Series (Amsterdam: 10S
Press, Vol. 3, 2009), p. 164.

(5% Check Point Software Technologies Ltd, 5th generation cyber
attacks are here and most businesses Are Behind A New Model
For Assessing and Planning Security, United States, 2018, p. 15.

©7) Hans de Bruijn and Marijn Janssen, op. cit., p.p. 4 — 6.

{180}



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

5% Global Cybersecurity Index 2017 (Geneva: International
Telecommunication Union, 2017), p. 1.

O% Darius Stitilis and others, A model for the national cyber security
strategy The Lithuanian case, Journal of Security and
Sustainability Issues (Lithuania: Vilnius, Entrepreneurship and
Sustainability Center, Vol. 6, No. 3, 2017 March), p.p. 357 — 358.

“9 Eric A. Fischer, Cybersecurity Issues and Challenges: In Brief,
Report  for Congress (Washington: Library of Congress,
Congressional Research Service, No. R43831, August 2016), p. 3.

“D Martha Finnemore and Duncan B. Hollis, Constructing Norms for
Global Cybersecurity, The American Journal of International Law
(Washington: American Society of International Law, Vol. 110,
No. 3, July 2016), p.p. 430, 463.

(42) Kelly Bissell and Larry Ponemon, The Cost of Cyber Crime
(United States: Michigan, Ponemon Institute, 2019), p.p. 10, 19.

(43) Cyber Defense Magazine, Cyber Security Statistics for 2019, 2019.

https://www.cyberdefensemagazine.com/cyber-security-statistics-for-
2019/

“*Ana Bera, 83 Terrifying Cybercrime Statistics, 2019.

https://safeatlast.co/blog/cybercrime-statistics/

#)Cybercrime Magazine, Global Cybercrime Damages Predicted To
Reach $6 Trillion Annually By 2021, 2019.

https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-
2021/

) The Global Risks Report 2020 (Geneva: The World Economic
Forum, 2020), p. 63.

7 Cybercrime Magazine, Global Cybercrime Damages Predicted To
Reach $6 Trillion Annually By 2021, op. cit.

oY L Al Bl e Bl (bl Y1 dyliaas (Sl el oY) dongl
4 =2 o o (Slglally OYLaY

@ Sartar J. Aboud, An Overview of Cybercrime in Iraq, The research
bulletin jordan ACM (Jordan: Center of Innovations in Computing

and Engineering Machinery, Vol. II, Issue II, April 2012), p.p. 31
— 34.

| (48)

181

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

Tt el § BTy SLaly Clglall LrgsSo slezst oL Ll sy O
54 2 (2012 :Civr)

Y Sattar J. Aboud, Cybercrime in Iraq, International Journal of
Scientific & Engineering Research (United States: Vol. 5, Issue 3,
March 2014), p.p. 422 — 424.

©2) Mark Ward, Iraq conflict breeds cyber-war among rival factions,
BBC News, 22 July 2014.

https://www.bbc.com/news/technology-28418951

(53) Nazan Osman, Cyberwarfare on the increase in Iraq, 2014.

https://www.scmagazineuk.com/cyberwarfare-increase-
irag/article/1481055

““Marco Macori, The Threat of Cyber Terrorism — A Risk
Management Perspective, In book Cyber Security Policies and
Critical Infrastructure Protection (Germany: Potsdam, Institute
for Security and Safety, 2018), p. 232.

®>) Dr. Chris Bronk and Gregory S. Anderson, Encounter Battle:
Engaging ISIL in Cyberspace, The Cyber Defense Review (New
York: United States Military Academy West Point, Army Cyber
Institute, Vol. 2, No. 1, Winter 2017), p. 105.

aosdly Slabll 0L S (Sl sbl e BEL 8 Sl (et sy Je O
2018http..//www.bayancenter.org/2018/06/4565/

(@l PBUI B G opdle sl oy SN Gl sl S Bl g2 7
2016Ahttps://cert.gov.ig/library/events/6.

8) Iraq Business News, NATO trains Iraqi Experts in Cyber Defence,
United Kingdom, 12th December 2016.

https://www.iraq-businessnews.com/2016/12/12/nato-trains-iraqi-
experts-in-cyber-defence/

©% Global Cybersecurity Index 2017, op. cit., p. 64.

% Global Cybersecurity Index 2018 (Geneva: International
Telecommunication Union, 2018), p. 58.

S 3l alay) 2018 dnd Wiy OVl Clclax] cladasedl Bylyg (1A dyysest

17 P 4(2019 el

(61)

182

—
| —


https://cert.gov.iq/library/events/6
https://cert.gov.iq/library/events/6

ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

2 EC-Council, EC-Council Sponsors e-Iraqg and Cybersecurity
Event, 2019.

https://blog.eccouncil.org/ec-council-sponsors-e-iraq-and-
cybersecurity-event/

) John J. Catherine, Iraq government websites hacked in 'largest
operation' yet, 2019.

https://www.kurdistan24.net/en/news/018ebfb3-1c36-4f5a-81d8-
798dal9ed435

skt 29 LosSo igs 30 o 39701 agond oy 2Sa £81 5 iEE (At g ) A Y
2019

> Farook Al-Jibouri, Iraq Cyber Security Overview, and announcing
our Cyber Security Framework, LinkedIn Corporation, 2016.

https://www.linkedin.com/pulse/iraqg-cyber-security-overview-
announcing-our-framework-al-jibouri/

183

—
| —



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

)‘H'
References
el gt | okl gl f
- Geikigdl : o
YL oY Lt dadl) Bioell) o Bilal ¢ sl a¥) dyyLiaas ¢ S pall (31 gl oY) Bl ol
.laghallg
| : il

Gl SR gdll) g e pest 3L G Y1 G ypdlly (BIBYN (gl pgr
(2016 (olutudt dulyzg S

(S O Se :0ks) dugya¥l = EgJl SBM § Bl ool (Jgwy bgi 3 I
(2018

gyl Jgl) dmalr 1 g p) dgerlsh) ilashiung Sbtondl (3l pend! oY1 g BN 5o L3 D
(2012

(2011 s y1> 10k Ak dutys gosdll o 381 HBY (o SAE LS IV

)yl Gt i - (i

el g5 BN Gty b e G RS IRCRVIVE [PRRNON R PY R WRURPSS P IR I
3 .(2016 (14 suat (5 Sy Al 1331) Ol

#1) Eomsl el Slalys (gl Q1§ Budadl Aliameg o) Sty yolas ( dorgd U dew I
(2012 (169 suat izt ) Sgoedly Slwlylll Sy Ss b

byl

iyl el 3 @67y oYlaily Cleghall LrgeSS slaxel (VLW Qo sEY T
(2012 : i)

2009 (v (Slaghall L gl 659 YL G oY) (oYLt Lol SEYY T

B ey Jorl oo Sluylell Juadl wY¥Ladly Cleghall SISs ol Lt Joult 3891 11
(2014 Cipr) 22 = 1T BLLI (gl peed) Y1

184

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

P il 1 gl oW Bk Aol g 5 (oLt Lol SN TV
(2018 i) (et

S 3 i) 2018 Ld Wty YL Olslax) cadasdl Bylyg (Bl dyysed
(2019 (sl

el i : o b

adasedly Slalyll Ol S (Bl sl S A5 M b Cbdedl (Ul sy Je T
http://www.bayancenter.org/2018/06/4565/ .2018

(Bped! B JIE & ol sy oy S Gl et S-S Dbl @ I
https://cert.gov.ig/library/events/6 2016

2019 (et oY1 LaSg G iy corw dgd T

https://www.linkedin.com/

Newspapers : i : Luslu

Jsbt 29 cujg, wy 30 Je @ﬂ&ll pgma day wss i3 e OUES (s ‘_}jd\ Boww
2019

: dul el | ekl jalual |

First- Books:

1. Dan Craigen and Nadia Diakun-Thibault and Randy Purse,
Defining Cybersecurity, Technology Innovation Management
Review (Ottawa: Technology Innovation Management, October
2014).

1. Kenneth Geers, Strategic Cyber Security (Estonia: Tallinn, NATO
Cooperative Cyber Defence Centre of Excellence, 2011).

1. Marco Macori, The Threat of Cyber Terrorism — A Risk

Management Perspective, In book Cyber Security Policies and

Critical Infrastructure Protection (Germany: Potsdam, Institute
for Security and Safety, 2018).

Second- Articles :
1. Dr. Chris Bronk and Gregory S. Anderson, Encounter Battle:
Engaging ISIL in Cyberspace, The Cyber Defense Review (New

{185}



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

11

111

1V.

VI.

VILI.

VIII.

IX.

York: United States Military Academy West Point, Army Cyber
Institute, Vol. 2, No. 1, Winter 2017 ).

Daniel Jardim Pardini and Astrid Maria Carneiro Heinisch and
Fernando Silva Parreiras, cyber security governance and
management for smart grids in Brazilian energy utilities, Journal
of Information Systems and Technology Management — Jistem
USP (Brasil: Sao Paulo, Universidade de Sao Paulo, Vol. 14, No.
3, 2017).

Daniel Schatz and Rabih Bashroush and Julie Wall, Towards a
More Representative, Definition of Cyber Security, Journal of
Digital Forensics, Security and Law JDFSL (United State:
Florida, the Association of Digital Forensics, Security and Law,
Vol. 12, No. 2, 2017).

Darius Stitilis and others, A model for the national cyber security
strategy The Lithuanian case, Journal of Security and
Sustainability Issues (Lithuania: Vilnius, Entrepreneurship and
Sustainability Center, Vol. 6, No. 3, 2017 March).

Eric A. Fischer, Cybersecurity Issues and Challenges: In Brief,
Report  for Congress (Washington: Library of Congress,
Congressional Research Service, No. R43831, August 2016).
Hans de Bruijn and Marijn Janssen, Building cybersecurity
awareness: The need for evidence-based framing strategies,
Government Information Quarterly (Amsterdam: Elsevier, Vol.
34, Issue 1, January 2017).

Jerry Brito and Tate Watkins, Loving the Cyber Bomb? The
Dangers of Threat Inflation in Cybersecurity Policy, Harvard
National Security Journal (United States: Cambridge, Harvard
Law School, Vol. 3, 2011 ).

Jitendra Jain and Dr. Parashu Ram Pal, A Recent Study over
Cyber Security and its Elements, International Journal of
Advanced Research in Computer Science (India: Rajasthan,
Janardan Rai Nagar Rajasthan Vidyapeeth, Vol. 8, No. 3, 2017).
Jose Nazario, Politically Motivated Denial of Service Attacks,
Cryptology and Information Security Series (Amsterdam: 10S
Press, Vol. 3, 2009).

186

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

X.

XI.

XII.

XIII.

XIV.

XV.

XVL

Kouroush Jenab and Saeid Moslehpour, Cyber Security
Management: A Review, Business Management Dynamics
(London: Society for Business Management Dynamics, Vol.5,
No.11, May 2016).

Ldszlé6 KOVACS, National Cyber Security as the Cornerstone of
National Security, Land Forces Academy Review (Romania:
Sibiu, Nicolae Balcescu Land Forces Academy, Vol. 23, No. 2,
2018).

Martha Finnemore and Duncan B. Hollis, Constructing Norms
for Global Cybersecurity, The American Journal of International
Law (Washington: American Society of International Law, Vol.
110, No. 3, July 2016).

Rajesh Kumar Goutam, Importance of Cyber Security,
International Journal of Computer Applications (New York:
Foundation of Computer Science, Vol. 111, No. 7, February
2015).

Sattar J. Aboud, An Overview of Cybercrime in Iraq, The
research bulletin jordan ACM (Jordan: Center of Innovations in
Computing and Engineering Machinery, Vol. II, Issue II, April
2012).

Sattar J. Aboud, Cybercrime in Iraq, International Journal of
Scientific & Engineering Research (United States: Vol. 5, Issue 3,
March 2014).

Tadas Limba and others, Cyber security management model for
critical infrastructure, The International Journal
Entrepreneurship and Sustainability Issues (European Union:
Entrepreneurship and Sustainability Center, Vol. 4, No. 4, June
2017).

Third — Reports:

L

II.

Check Point Software Technologies Ltd, 5th generation cyber
attacks are here and most businesses Are Behind A New Model
For Assessing and Planning Security, United States, 2018.

Global Cybersecurity Index 2017 (Geneva: International
Telecommunication Union, 2017).

{187}



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme

i1 Global  Cybersecurity Index 2018 (Geneva: International
Telecommunication Union, 2018).
1v. North Atlantic Treaty Organization, Cybersecurity A Generic

Reference curriculum, Brussels, 2016.
V. The Global Risks Report 2020 (Geneva: The World Economic
Forum, 2020).

Fourth - Internet:

L

11.

111

1V.

VI.

VILI.

Ana Bera, 83 Terrifying Cybercrime Statistics, 2019.
https://safeatlast.co/blog/cybercrime-statistics/

Cyber Defense Magazine, Cyber Security Statistics for 2019,
2019.

https://www.cyberdefensemagazine.com/cyber-security-
statistics-for-2019/

EC-Council, EC-Council Sponsors e-Iraq and Cybersecurity
Event, 2019.
https://blog.eccouncil.org/ec-council-sponsors-e-iraq-and-
cybersecurity-event/

Farook Al-Jibouri, Irag Cyber Security Overview, and
announcing our Cyber Security Framework, LinkedIn
Corporation, 2016.
https://www.linkedin.com/pulse/iraq-cyber-security-overview-
announcing-our-framework-al-jibouri/

Iraqg Business News, NATO trains Iraqi Experts in Cyber
Defence, United Kingdom, 12th December 2016.
https://www.iraq-businessnews.com/2016/12/12/nato-trains-
iraqi-experts-in-cyber-defence/

John J. Catherine, Iraq government websites hacked in 'largest
operation’' yet, 2019.
https://www.kurdistan24.net/en/news/018ebfb3-1c36-4f5a-81d8-
798dal9ed435

Mark Ward, Iraq conflict breeds cyber-war among rival
factions, BBC News, 22 July 2014.
https://www.bbc.com/news/technology-28418951

188

—
| —



ZPOM PN [ PEVEPHF-A [FVES TN 2021 - Jo¥ saall — yalall alel

viil. Cybercrime Magazine, Global Cybercrime Damages Predicted

IX.

To Reach $6 Trillion Annually By 2021, 2019.
https://cybersecurityventures.com/cybercrime-damages-6-
trillion-by-2021/

Nate Lord, What is Cyber Security? Definition, Best Practices &
More, Guardian, 15 July 2019.
https://digitalguardian.com/blog/what-cyber-security

Nazan Osman, Cyberwarfare on the increase in Iraq, 2014.
https://www.scmagazineuk.com/cyberwarfare-increase-
irag/article/1481055

189

'

—



2021 - Js¥ suadl — ydladl alel Aoliadly i gilall pglall Asme
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LHstract

Cyber security is one of the most important issues in our
contemporary life by virtue of its direct relationship with all areas of
public life, including politics, economy, security, culture, etc. Most
countries of the world depend on it in their official and non-official
institutions especially in their infrastructure. Thus, caring for it and
avoiding its weaknesses is one of the security priorities of all
countries. The cyber war represents the fifth generation of the
contemporary wars and it is the most dangerous of which because of
the great damage it causes to the infrastructure of any country and
the consequent direct impact on the lives of citizens.

Iraq, especially since 2003 due to openness to the world and the
development in the technical and information field, has become more
vulnerable to cyber-attacks.
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