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Abstract:

In line with the expansion of Humanitarian Non-governmental
organizations activities and its scope in Iraq, its daily contact with
the individuals is getting increased, and a critical aspect of this
contact is related to processing of personal data of those individuals.
In absence of data protection law in Iraq, this data processing has
been subject to plenty of question marks in terms of its usage and
proportionality with the purposes that the data has been collected for,
then the penalties that will be applied to the people who violate the
privacy of such data, especially the sensitive data. Any violation of
this privacy will result in negative consequences and damage for
victims either in their person, property, reputation, or families. One
of the questions that is being repeated is the criminal liability of
humanitarian organizations about the crimes that are being
committed by their employees in violation of personal data privacy .
There is no doubt that personal data is an essential pillar of the right
to privacy and freedom in private life, and these rights have been
guaranteed by constitutions and singled out for special legal
protection.

The legislative gap in Iraq for having a special law for the protection
of personal data, the criminal protection of such data and the
criminal liability of NGOs seems incomplete, which requires the
intervention of the legislator to determine the borders of this criminal
protection and the criminal liability of NGOs, particularly taking in
consideration that such NGOs are in direct contact with vulnerable
people that could be subject to crimes more than other

The foregoing was the motive for our research in the criminal
protection of personal data of individuals who deal in any way with
humanitarian organizations, as we tried to draw the features of
criminal protection and clarify the legal framework and conditions
for establishing criminal responsibility for humanitarian
organizations, in addition to our discussion of the forms and
elements of personal data crimes and the extent of the overlap of
personal data in the work of humanitarian organizations.
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(2) UN refugees agency, https://help.unhcr.org/poland/privacy-notice accessed on
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Resources:

A- Linguistic resources and dictionaries:
1. Ibrahim Anees and Others the mediator dictionary (AL-Majam
Al-Waseet), Arabic Language Academy, Cairo, 2004, 4™ edition.

2. Ibn Manzoor, Lisan Al-Arab, investigation: Abdullah Ali Al-
Kabeer and others, Dar Al-Maarif, Cairo, 1998.

3. Basil Zaidan Muhammad Gawadreh and others, (Al-Mujam
AlJame) The Collective Dictionary, An-Najah National
University, Nablus, 2001, without edition.

4. Taj al-Din Abd al-Wahhab bin Ali al-Sobki, Collecting the
Mosques in Usul al-Figh, (Jame and Al-Jawame fi Usul Al-
Figh), Dar al-Kutub al-‘Ilmiyyah, Beirut, 2003, 2nd edition.

5. Allama Ali bin Muhammad Al-Sayyid Al-Sharif Al-Jurjani,
Dictionary of Definitions (Mujam Al-Taarifat), investigation and
study: Muhammad Siddiq Al-Minshawi, Publishing House: Dar
Al-Fadila - Cairo, 2004, without edition.

6. Muhammad bin Abi bin Abd al-Qadir al-Razi, Mukhtar al-
Sahah, part 1, Department of Lexicons in the Library of
Lebanon, year of publication 1986.

B- Arabic books:

1. Dr. Abdul Raouf Mahdi, Explanation of the General Rules of the
Penal Code - A Comparative Study with Arab Laws and the
Provisions of Islamic Sharia, Al-Maarif Foundation for Printing
and Publishing, Beirut - Lebanon, 1983.

2. Dr. Omar Ahmed Hasabo, Protecting Freedoms in the Face of
Information Systems, Dar Al-Nahda Al-Arabia, Cairo - Egypt,
2000.
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3. Dr. Omar Salem, Criminal Liability of Legal Persons According
to the New French Penal Code, Dar Al-Nahda Al-Arabia, Cairo -
Egypt, 1st Edition, 1995.

4. Dr. Ghannam Mohamed Ghannam, The Role of the Penal Code
in Combating Computer and Internet Crimes, Dar al-Fikr wa al-
Qanun, Mansoura, without a year of publication.

5. Dr. Mohamed Ramadan, Crimes of Attacking Persons and the
Internet, Dar Al-Nahda Al-Arabiya, Cairo, 2000.

6. Dr. Mohamed Nasr, Criminal Responsibility for Violating
Information Privacy, First Edition - 2015, Center for Arab
Studies - Giza - Egypt.

7. Dr. Mona Al-Ashgar Jabbour and Dr. Mahmoud Jabbour,
Personal Data and Arab Countries, Arab Center for Legal and
Judicial Research, Beirut - Lebanon, first edition - 2018.

8. Raouf Ebeid, Principles of Criminal Procedure in Egyptian Law,
Dar Al-Jeel for Printing and Publishing, 17th edition, Egypt,
1989.

9. Suleiman Abdullah Suleiman, Basic Elements of International

Criminal Law, University Publications Office Ben Aknoun,
Algeria, 1994.

10.Sherif Sayed Kamel, Criminal Liability of Legal Persons - A
Comparative Study, Dar Al-Nahda Al-Arabiya - Cairo, 1997

11.Abdullah Fattouh Al-Shazly, Explanation of the Penal Code,
General Section, University Press, Cairo - Egypt, 2002.

12.Nazih Naim Shalaleh - Analytical Penal Dictionary, Al-Halabi
Human Rights Publications, Beirut - Lebanon, 2004.

C- Documents issued by humanitarian organizations:
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1. Official Records of the General Assembly of the United Nations
Organization, Forty-third Session, Supplement No. 40 (40/143),
Annex VI.

2. Kerry Holloway et al., Digital Identity, Biometrics, and Inclusion
in Humanitarian Responses to Refugee Crises, Humanitarian
Policy Group (HPG) Working Paper - Overseas Development
Institute, London, October — 2021.

Laws:

1. Iraqi Electronic Signature and Electronic Transactions Law No.

78 of 2012.

2. The amended French Associations Act of 1901.

3. Iraqi Penal Code No. 111 of 1959, as amended.

4. Iraqi Non-Governmental Organizations Law No. 12 of 2010.

5. The Egyptian Personal Data Protection Law of 2020.

6. French Data Protection Law No. 78-17 of 1978, amended in

2019.

7. The law amending the fines stipulated in the Penal Code No. 111

of 1969 as amended and other laws No. 6 of 2010 regarding.

8. The Egyptian Information Technology Crimes Law of 2018.

9. Iraqi Information Crimes Draft Law.

International agreements and regulations:

1. The Arab Convention on Combating Information Technology
Crimes of 2013.

2. The European Regulation for the Protection of Personal Data,
issued by the European Union in 2016.

3. The United Nations Convention (Budapest Convention) to
combat cybercrime for the year 2001.

4. The United Nations Convention against Transnational Organized
Crime, known at the same time as the Palermo Convention of 2000.
5. The International Convention on the Suppression and Punishment
of the Crime of Apartheid, adopted on November 30, 1973.
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1. Eric Lasry (Baker McKenzie France), Corporate Liability in
France.

2. Walter Littlefield, France, and the Associations Law, The North
American Review, Oct. 1902, Vol. 175, No. 551 (Oct. 1902).

3. The 1.G. Farben Case’, Trials of War Criminals before the
Nuernberg Military Tribunals under Control Council Law No.
10,Vol. VIII (United States Government Printing Office, 1952),
at 1108.

4. Nadia Bernaz, Corporate Criminal Liability under International
Law - The New TV S.A.L. and Akhbar Beirut S.A.L. Cases at
the Special Tribunal for Lebanon -, Journal of International
Criminal Justice 13 (2015), 313 — 330.

5. Report of the Preparatory Committee on the Establishment of an
International Criminal Court, Vol. II, supra note.

6. EDOARDO GREPP, The evolution of individual criminal
responsibility under international law, International Review of
the Red cross, Volume 81, No 835, September 1999.

7. Luke Irwin, The GDPR: What exactly is personal data?,
https://www.itgovernance.eu/blog/en/the-gdpr-what-exactly-is-
personal-data.

8. Luke, Data Protection for NGOs: The Ultimate Guide,
https://donate-ng.com/blog/data-protection, accessed on April
13, 2023.

9. Inter-Agency Standing Committee: OPERATIONAL
GUIDANCE DATA RESPONSIBILITY IN HUMANITARIAN
ACTION, February 2021, page 7.

10.The I.G. Farben Case’, Trials of War Criminals before the
Nuernberg Military Tribunals under Control Council Law No.
10,Vol. VIII (United States Government Printing Office, 1952).
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11.Nadia Bernaz, Corporate Criminal Liability under International
Law - The New TV S.A.L. and Akhbar Beirut S.A.L. Cases at
the Special Tribunal for Lebanon -, Journal of International
Criminal Justice 13 (2015), 313 — 330.

12.Gazi, T. Data to the rescue: how humanitarian aid NGOs should
collect information based on the GDPR. Int Journal of
Humanitarian Action 5, 9 (2020),
https://doi.org/10.1186/s41018-020-00078-0.

13.Gazi, T. Data to the rescue: how humanitarian aid NGOs should
collect information based on the GDPR. Int Journal of
Humanitarian Action 5, 9 (2020),
https://doi.org/10.1186/s41018-020-00078-0.

14.UN refugees agency, https://help.unhcr.org/poland/privacy-
notice accessed on April 17, 2023.

15.0CHA Policy and studies series, Building data responsibility
into humanitarian action, May 2016 | 018.

16.Christopher Kuner and Massimo Marelli, HANDBOOK ON
DATA PROTECTION IN HUMANITARIAN ACTION,
SECOND EDITION.
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