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Cyber operations and the law of resorting to force
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Abstract:

The state is seen as a key subject by international
law, which governs relationships between its subjects by
outlining their rights and obligation. The continual
advancements and innovations that take place in the
international community have presented a number of
difficulties for the application of international law
throughout history. The prohibition on the use of force is
the most crucial principle. Recent developments in cyber
operations rank among the most significant of these
difficulties. The security of states and subsequently
global peace and security are seriously threatened by
these operations. This is a logical outcome of states'
growing reliance on cyberspace. Despite this risk, there
are currently no international agreements or norms that
govern countries' use of cyber operations, which gives
rise to the issue of how much and how to apply the
traditional rules of international law to these operations
since most of them emerged in a time that was not
consistent with the development of cyber operations.
There weren't any cyber operations, rather, their
existence in the future was more like science fiction,
Therefore, it is crucial to study them so that we can learn
how to apply them, look for flaws in the current laws,
and come up with fixes for them. In order to demonstrate
the application of the law of resorting to the use of force,
we will divide this research into two sections. In the first,
we look at the rule prohibiting the use of force on cyber
operations, and in the second we will discuss the practice
of self-defense against cyber operations.

(YYV)

1: Email:
haidiabdulghany @ yahoo.com

2: Email:

gasim.ahmed @uod.ac
DOI
10.37651/aujlps.2023.142788.1065

Submitted: 29/9/2023
Accepted: 10/10/2023
Published: 05/12/2023

Keywords:
cyber operations

effects

data

Critical Infrastructure
armed attack.

©Authors, 2023, College of
Law University of Anbar. This
is an open-access article under
the CC BY 4.0 license
(http://creativecommons.org/

licenses/by/4.0/).



mailto:haidiabdulghany@yahoo.com
mailto:qasim.ahmed@uod.ac
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/

Y oYY Jo¥l el (1F) aloead! (¥) sual! 1y 43931 podeld LY dxol> Ao

358N ) ¢ gl ¢y o318 g Al ) Cililaal)
Ol ) Al b " andd daa] andd o
s daals /58 44

agdsin Oly DA e 4l Gn cliladl Jsall o gldl Ak
e sle (sl ol Bk Aad 5 g e Lty Lads A 5all a5 agilial 55
el Al SN 5 5 el @l shaill T ke Adlide Cilasd ) seal)
Clleadl iat g b sall aladial Hhaa a2l @l o2 aal Gay (dsall aaiaall
sda JSiiy el sda abl (et al e die < peda Al 5 A
i o3 5 Gl gall (el g abiadl Ul 5 ol gl e 3 0S5y sl illeal
e et s L Sopall sladl e Joall qila (e 2l el alaie S Al
Jsll o gal adani A0 50 il el of A0 o0 A8a0) V) s a5 Y 5 shadl) oa
o) 8l Gaki A4S s ASAe b L gas lee Al ) Clleall
A gl LY @by Al Gllell e el ¢ glall 4y )
Cun Ll )y Al jelai Uia (e 83sa ge Al jund) cillaal) (S5 o1 Ayia
el @l 8 33 sall gl angl e Caaill s Leiuki A4S 48 jaa LiSay
Al Aty e salll o ld Gadad Gl dal ey cled slall alag)s )
Baall aladinl las 3acl gubd J5Y) 8 s (fise ) Can) 138 auidia
oo glall Ba A jlee o 4 Gaaiud JEN L gl ) cilledl e
A ) lilead) e gl
;Z..PLEJ\ Cilalsl)
bewall 2 gagd) (A gaad) dgiadit) Al cciliba) QEY) A) pud) cillant)

(VW\)

- Vol 13, ISSUE, 2,2023



Y oYY Jo¥l el (1F) aloead! (¥) sual! 1y 43931 podeld LY dxol> Ao

dadiall

d Al £ ya9a N

il oo Gl gyl dsla Lilala sl 4 bl Claaiaall pos g 2a
aainall 2gd Jadlly agilia Qs agallias denad la sk L o) iSOl 5 Juady)
a5l i€l 5 Jlat¥) Jilas (G 1S 1 bt g pdiall 5 (galad) (8 allae & gl
Aladl g Ul ) A8LaaYl daladl o 81 Bl (e Toady ¥ Te a dilu )l oda Canuial
Ao yull s A geud) (o 138 Slaic W) o gy Ll ki agle 5 0S5 ) ey ading Al alall g
3] S Ll Y e S Taaaidiy 05 Lglgmn ool (A A8 e b adaiill
saxiall Cleall 4,y g 3 B (ailiady auy AT Jlase ) seds Lo Al il s skl
Sl aca Lealadiny cilelaally ciladaiddl g Jsall g o) 3Y) e Ol gioad) calidg e
sbaaill Jiae sa5 agill AT Jlae eds JAT rar 5l dgallas Giad Juw
E¥laall ALYl aas Jlae Jsels Ml )l sliailly oy Lo sl (Sl )
dal el Ny o(a Al sladll dyeall dpadl Ayl s AV dadal
g gl alaziny Jall ¢ sad (5il8 Jla 8 A0l o) cilleal) Al oy Jsall 5 () saaanlSY)
Aede (e lghe yd (s

A Al dgarf (LG

OsS) b an s caaal) de b a8l aay Al juadl lleall ¢ suia e 5l 2y
Slo il e V) s cllig 4t jie Y el sl (& Cimal A ) cililaall
U sl s 4350 algally alll 4 graal Tk dalisall Cilgall J8 (e S el sloadl)
23 algall 255 & cliadll 138 la gy Sl de yudl

Lparl 4l 558l N g salll o i8Sl 8 Al jund) cilleadl Al 0 o e Slzad
sl alaill pulu) SOV aal JSiy 5 8l ) 6 sadll (58 (L o slrall (gad dala
sasiall ael daliia agle a6 N Calaatl an Y LulSail 5 dngda daii g3 S @l 5 ¢ sl
Oomles bl aladiad jlaa o Lgialie abl (e 43l LS cpl sall () 5 aluadl Laés a5 Y

jus - (AU G e salll 0 sB) Coall ) e salll ¢ silE" S call Gl g )58 Ll Ligle sl (V)
Jsall 5€a Al gyl ) edy s Mjus contra bellum -wall aie 5" §i "ad bellum
Ol o 55l aladial s ey dalidl 558l alaaiul A 5 el ) e salll L
03l 13gd A ) U Sl o Y9 £0¢ alal Basiall aeY) (Bliae 8 dle (a paaldl CuleliELYI
A gar(Yo ) ) calSilinl e cilila) 1Sl sl ¢ glal ¢ pea) Caliall A sall daallin -:

N as(Yr V) Sl e cilla) ;) gl ¢ sl ¢ a1 aleall 4 gal) Zaallin

(Y’V"\)

- Vol 13, ISSUE, 2,2023



Y oYY Jo¥l el (1F) aloead! (¥) sual! 1y 43931 podeld LY dxol> Ao

rllaas Craadiinl O saadl Gy el i85 dasiall aeYl Ble e JS () 58 A ) dpaal
sl e andl ¥ Glalluas oy o(alas asnd)s o(daluall 5l aladiul)
T80 ) ppuad ) rling a8 ¢ sl o i@ Ui o s Ljalls Lemaay Laa Al
A gall ol yariall () g5 A g ClLE) g ac ) g g Jiled) ) ohaill 138 o g
Al ) Ui (NG

8 A ) Glleal) &8 gala (Jlage 8 Juand ) Daliill cileal) Cadlay
fon gy gk Aiaaiie Gllee Lol LS (5 A ) ¥l (e (alind usale e (i
s2a 5 Lot il Lad Al all A0S o dweny (sllaiall 138 ey 6358 ) 6 sl (538
W baaill S (a0 s Al ) Clilead) Ao 38l ) o salll 98 Gaaai 4,008
2 A sl ac) gall a3a a5 Jh (8 pala JSa 5 Dlleall o3e] dalall dxplall syl
o Alaind e 98 Los el Jbd 2 ae S Al Glleal) el gelal Sl e
aladiul e (g ghaii daliall 558l Gl e ) (A Al ) Gllead) e gadaill ae gl
(@ a5 A jall dally)
Aol ) Lpa o slal

4z 2y o) eliadll a5 Sl pmnd) eliadl) any A0 gyl e Wil 5o a s
Al dgll) AN el el e dilide pailads il il
EAPUE P HIRUA P I WIS ST RSP FPIPe i PRI (FENG EN (AT PR EPEN |
Llall 2ol Wigad se (Sar Y Al JSLEAN 5 Vsl any @llia o V) adde 4y 5Ll
B el Lpaibiad aa i Baas 20| 8 a5 () 55 0l (505 Lae (o LS
;\.ub.ﬁ\ él.hl :LA.AIA

dalid) cilelaally o) BV saaaie Cilga LbAE 88 4l clleall
Al e jeais Lial o oSy Jsally 4 sal) cladaiall y (alald) gUaill 5 e yY1 s
Ol 8 Ay ae gl Tiuda Ld Waaliasd o5 Jadd Jsall G s a3 3 Al el Cililaall
GOAY) Clgal) Lot Al Al ) cilleall Ui (e A3 AUl g ¢ sl
A ) doagia Ll

(T meidl ae gl meld)l gl edid sl s daph ()
b soad Al JSUaall g s Ty cillenll 028 Ciuay (i jal e gll zgiall addiuing
el s 4 slall ael @l Jas dal e sl gially Cpmis &3 (pag () ) cliadll
o Al ) lleall e Lindai 488 4 jaa ) Jgeasll Jgall sliaill alSal s oleil
Led il Jgladl a9 10 (Gaadad 488 Aa) 58 Al JSLAG (s JDa

(V<)

- Vol 13, ISSUE, 2,2023



Y oYY Jo¥l el (1F) aloead! (¥) sual! 1y 43931 podeld LY dxol> Ao

Al ) A4lSn sl

s Ll 288 Leaae (e i il daa il 5 A Hall A dallae Jal (4
aladiul las Bacl Gulad o siey JoY) Gl ela ladia Lgiad Gfine Slo Al al)
Jsed 20 gl amnadi I3V Cpullae ) depnd o35 A ypal) Clleall e 5 6l
Glleadl e SV aall Gl Legailiy asal) aladind Hlaay 4 juud) Gllesl)
oo gl G A jlae Cind diapads 5 i U Gl Ll b Al Lalasiind 40 yuul
Lo 58l Legia J5¥) Gamy cpmllae o Lial dapndi s oAl ) illaal) aa (el
Al ) L Sy e bl ey Adleial) dog il (anad Legailis o sanll Jrdy Qilaiall
e il g clalinuy) ol lgd b e dalay

do¥ &l T

40 pamead) cilbant) o 3 gl aladiicd s Sacld guuda

Slleal) (585 Al Ayia) 58 B gy 8 sasid) ae¥) @l Ol asledl o
Coagll QS5 edatinnall (8 W g 5o Jaadll (S YL (58 Al (S i B3 sa ge A1 )
3l laall ey A5 (Doadsall a1 s aludl Lais sa Aadiiall Guanls e o)
/Y) 3alall (i 3 Aabaiall Lgdde a i o) fsaliall aal (e SUal) 858 aladin) e
Y salall 35 Sl aaliall o) )5 Lgamas 3 L glac g Al Jans” 4l o dia (€
Jlaxinds aagill e 4l sall wgilBle 6 lasen Al slime aiiag -2,
ans gl Glo ol Ao 4N ulid) JOELY) o ozl )Y Al i Lealasiin) i 358l
el Aghud) Glleal) geds ey SN " 3aaia) sl aalies iy YA
deai () (S Jed olanll 1agr Al punal) cillaal) Jsad AulSal (530 Jsa Y sl
Ao e 128 o Aladl o Al (sl ¢ 5l ke 5 g8l aladiul el 40yl dilenl)
shally Al ) Gllead) Jsad 4lSal cpu J5Y) calladl 8 plladd Canall 138
aall 4 islie SEN Clladl Wl gasid) aed) Bl e (£ /Y) 33l 8 2 4l
58l Laladind Al pundl clileall e 430 JaY)

Js¥ qthall 1

5 ¢al) e‘dﬁu‘ Bay @\M‘ Slaland) J gadds s2a

35ll aladiny ¢ salll Jall o jhaas sasiall sl GBlae e (€ /Y) 5okl ik
e Jisa IV 360 &5 2l jamall (Gluall L 3alall 028 (Guadail g ol aagill ol agilidle
ol J8 (e Lgaladind Hlaay L 53 8 4l ol Clleall liic ) 4l

" s el s alud) Bais 1) s Basiall ae) aalia 4l e gliall (e (V) Bal) i 3 (V)
(Y¢Y)

- Vol 13, ISSUE, 2,2023



Y oYY Jo¥l el (1F) aloead! (¥) sual! 1y 43931 podeld LY dxol> Ao

alasiul ool laall el Al jud) cilleal) <l 13 Lo o callaty ol S
(55)) mllaae yaudi o Calghy Y ol saaidl 4 (Bl e (£ /7) okl lisda 5 6l
e Aaliaadll 3 8l Cailay Jady 5 ol 5 ellacaa 3 8l (Y @lld 5 63 5 5SAal) 3alall 8530 1)
sl Jeb cla e 5 Ln doa¥ly Lelindly 0l 55808 58 (e gAY )Y
052 Aaliall 358l Lid 38l sea aes Jady (£ /Y) 83ld) A Leay ot 3 peaiall

omalad) ela Jsbaall 1 e Aladl fla e

dalisdll 358l Jady (£ /Y) salall 8 58l mllacaa o oladV) 138 (5 spul o) olady)
e agiay (M e 5 dpnluall s BaliaBY) 5 8l 5 o) SV Jady il dalusdd) ye
Clel Y Wiayl Jadii Blsall (e (£ /Y) 3lall 833 ) 511 3581 3 jle O GualS 3ila caaly
£1) salall i ) Gl 8 Tatiie cplgal) el g Jazaall e (g skt il dpaliaiy)
e Ay Suall Hulall e sty A Glaill e s asiall ae) e o (£
ana gy Lae o sl ) Ly sy o (a5 WIAT (el (alaal g Sl 4y jSiial)
A Sal) LY il (5 5k e ainall (Sae Bl e iy 3l o J sl
Ll ahdiul o5 8 Jisall pan 8 4l WS Oppaiidl guaill 3 )
aysha & oy Joall ) QOO Tasge ol ¥ ol bl i aliai@y)

bl 358l alasiul

&) 5Y1 (50 Jadh dalisall 5 8l sa 5 5ally 3 gaatall O ) oLV 138 Caaly s gaall slay)

() a mansae ) 4] 1 sl Lad ol 138 ity s o) 3580 (e 5 AY)
531 sl puailly Aalaiall 2o gl M) g sa pl Uide camy il (i jal g 4l 1 368 Apad)
Lol a3 5Sal) A8EY) ) & s jlls ¢(13719) alad Claaladll o gl Ui A8l 3
Glanall Cana el sy A imall G55 3l Cpeny 38 laall o a3l e (i

Sl il 3ol ) L _ualeal Soall o gildl] 6 daledl fooliall ¢ Al gl daal Lthias 2l 5 ()
YOV Ga ¢(Ye T ca)ysilly il g delall

(2) Hans Kelsen, Principles of International Law, 2nd Edition, 1967, p 84.
ua c(\ ave iyl dxalaa :A\A&.}) e gal) ul..aé.m]/cg L) o ceja\SJ\ A g CJLA D oe s (Y‘)
Yoy
Sl 5l 5 & gad) dgaa 3 alAlY) ¢ Luaubiiil] lpiailias o sasial ao¥/ foolie  plall Gua 31 kY (€)
M’(ﬁ_}j‘“‘"‘ Gy Mo gand) Cay gt cdd C)B Gk Gleaw 2 €EY JE0 a c(\‘\\h Ay gall
caledl Aol G oildl] ac)ed bl 4 Usal la g (Jal s s Hlae da e 3 kY (0)
DAY Ga (VoA cesilly bl sanall dadall s 4y HuSy))

(Y£Y)

- Vol 13, ISSUE, 2,2023


https://www.google.iq/search?hl=ar&tbo=p&tbm=bks&q=inauthor:%22Hans+Kelsen%22

Y oYY Jo¥l el (1F) aloead! (¥) sual! 1y 43931 podeld LY dxol> Ao

o Bl Al 4 el (s el et Laids «Mlgia i sl 5 Lge um sy alil
Gliaal) dalyy B ld g dalise A Lot g ga (e ST 8 Caaaiiind Ll 2aid 3l
OB (i) oy g pinge ) AVl WS, (D01 21 5 £)) paaldl S
sa baaiall ael) dadaie oLl (e gy peall Cangdl O (Bria IS T8 o Gany (5531)
) e 1385 e all S5 e ALl Jla ) &) 5 ¢oad pal) G5 oLl e Jalial)

ey o0 daludl 368l e 5 juaiia CulS Bl g g xic 5 58l 3 S8 0

(Ol g ol 4y jpaatll Jae Y 4y il Lo s ae 85 J il 138 14000 daal)
M(i /V) aJLAS\ OLLJ @u}d o.JLAM PRV %Qmw‘;;\ \A\ \d:\‘)\‘)d t_LA.AS‘\J\)(
83 gusall graial g Lty Aledll b sSAA) ) EY) oy a4l V) ApalaiY) Lo gl
e dadd S 5 (€ /Y) salall @llgil 85 il Cuerdiinl 28 La A g0 <l 13) Lo dyaas () )
e olin (Ple) delua die 5 AT 5 5 ALl Lutd @l WS g Kl &l 5aY)
alad asiiall ae¥) G3lial T8y Jsall cp ¢y slall s 4 gl 8Ly dalaiall I gall ¢ gikal)
8 Ly ol JIET aras Jadi (5581) ilS 1)) Lo Jga Jslaill <) Cam (VYY)
s AadBY) ALl aagy il Ll g ealai®Y) 5 ) aoldall iy ) el @l

e ailly o)l &5 ST il g Y asbad) JDELY)
dalical) 55l ) (Slall d8aU 5 sasiall ae¥) (e 5 alall GGl i (ALY daall
Jsall G O staill 5 A0 5l 8Dl Alaiad) Jsall o 8l (sole (Mo ) Dlie Lgia g Lais
8Bl aladia) s W T jadie ol 138 ae (VY 4) @llad saniiall aelY) (3l i

(V379) alad ilaalaall 5l Lind 281 e ¢(V/ YY) 33Wa) (V)

5l w25 Y1 1 a3 Ll o Aima (5e Wiy OS5 (5" adly 3l il 8 355 (V)

Oeodadl iy Le i (f ) Gl e (i o(£)) Balal) el ol jitiall daliadl je d dald

Al Ao U Tkl (€7 salall 8 a5 cus (B ¢ Aaluddl @l @l aladtn) Qllam Y S )

Mo Asle s 8 cie) 13 a@*‘“‘uﬁﬁlﬁﬂ‘@ " A_;x: il ((01) 32kl ali " Aaliall 3 g8l

sanial a1 3l Aals (T

Alaes Al g 4 juanil) Jlas W) jied (1 4719) Claalaall ) 38 Uiy :«.,.sus\ O o(TY) akall B (€)

aM\:_AX\ M

MR bt Al j3) jualaall Jgall o sl 8 Gedil) e gLl Ga candd 2l auld 2l (0)

d gana 2 AR c(Y~ A ‘uaﬂ\ C)ua AA.A\A _u}qm\ A_JS L:J;\ ?”“‘ c\‘)j.\SA 4;})2\) "(:*\j)\ﬁa

¢YAA u.a‘é.)b.u‘)m cgjﬁ)ﬂ\o_a_m

Marco Roscini, Cyber Operations and the Use of Force in International Law,

Oxford University Press, 2014, p 45; Michael N. Schmitt (GEN. ED.), Tallinn

manual on the international law applicable to cyber warfare, prepared by the

International Group of Experts at the invitation of the NATO CCDCOE,
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The CCDCOE Invites Experts to Contribute to the Tallinn Manual 3.0:
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(3/€ /YY) a0 A b
(3)Michael N. Schmitt (GEN. ED.), Tallinn manual on the international law
applicable to cyber warfare, Op. Cit. commentary to Rule 11, para 9 (F).
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Studies Series US Naval War College, Vol. 89, 2013, p 389.

(4)Katharina Ziolkowski, Confidence Building Measures for Cyberspace— Legal
Implications, NATO CCD COE, Tallinn, 2013. P 75.

(5) Michael N. Schmitt, Cyber Operations in International Law: The Use of Force-
Collective Security- Self-Defense, and Armed Conflicts. IN Proceedings of a
Workshop on Deterring Cyberattacks: Informing Strategies and Developing
Options for U.S. Policy, The National Academies Press, Washington, 2010, p 164.

(6) Marco Roscini, Cyber Operations and the Use of Force in International Law,
Op. Cit. p 55.
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(1)Jean S. pictet, The Geneva Conventions of 12 August 1949. Commentary.
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David E. Graham, Cyber Threats and the Law of War, Journal of National Security
Law & Policy, Vol. 4:87,2010, p 90; jeffrey Carr, Inside cyber warfare: mapping
the cyber underworld, O'Reilly Media, 2011, p 58.

(2)Tom Ruys, Armed Attack and Article 51 of the UN Charter, Cambridge
University Press, 2010, p 139.
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(4) Michael N. Schmitt (GEN. ED.), Tallinn manual on the international law
applicable to cyber warfare, Op.Cit. commentary to Rule 13, para 6.
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Michael N. Schmitt, Responding to Transnational Terrorism Under the Jus Ad
Bellum: A Normative Framework, Naval Law Review, Vol. 1, 2008, p 16- 20;
Michael N. Schmitt, Cyber Operations and the Jus Ad Bellum Revisited, Villanova
Law Review, Vol. 56, 2011, p 592; Michael N. Schmitt, Computer Network Attack
and the Use of Force in International Law: Thoughts on a Normative Framework.
Op. Cit. p 932.
(3)Michael N. Schmitt (GEN. ED.), Tallinn manual on the international law
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(2) Michael N. Schmitt, Computer Network Attack and the Use of Force in
International Law: Thoughts on a Normative Framework, Op. Cit. p 932- 933.
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(1)Francois Delerue, Op. Cit. p 475- 476.
(2) Carlo Focarelli, Self-defence in cyberspace. IN Research Handbook on
International Law and Cyberspace, Nicholas Tsagourias and Russell Buchan (eds.),
Edward Elgar Publishing, 2021, p 335.
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(4) Hans Kelsen, international law studies, 1956, p 63.
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(2)Military and Paramilitary Activities in and against Nicaragua, Op. Cit. para
195.
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Military and Paramilitary Activities in and against Nicaragua, Op. Cit. para. 228,
230.

(4) Francois Delerue, Op. Cit. p 463; Michael N. Schmitt (GEN. ED.), Tallinn

manual on the international law applicable to cyber warfare, Op. Cit. commentary

to Rule 13, paras 2, 15- 18.
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(1)Yoram Dinstein, Cyber War and International Law: Concluding Remarks at the
2012 Naval War College International Law Conference, Op.Cit. p 281; Marco
Roscini, Op. Cit. p 33.

(2)Heather Harrison Dinniss, Op. Cit. P 103.
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Operations and the Use of Force in International Law, Op. Cit. p 91; Francois
Delerue, Op. Cit. p 477.
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(1)Francois Delerue, Op. Cit. p 482.

(2)Lawrence T. Greenberg. And others, Information Warfare and International
Law, National Defense University Press, 1998, p 32; Laurie R. Blank, International
Law and Cyber Threats from Non-State Actors, International Law Studies 89,
2013, p 419.

(3) William A. owens and others, Op. Cit. p 123.
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of how international law applies to the use of information and communications
technologies by States, Op. Cit. P 84.

(5)Government of Canada, international law applicable in cyberspace, 22 April
2022, paras 46- 47.

(6)Federal Department of Foreign Affairs (FDFA), Switzerland's Position Paper
On The Application Of International Law in Cyberspace, 2021, P 4.
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