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Technical terrorism - informational
The privacy of employment ... and the structural penetration of society
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Article info. Abstract: The purpose of this research is to study the impact of the data of

. . the massive and modern information technology revolution in all its
Article history:

- Received 6.7.2021 diversity and forms on the significant spread of the phenomenon of
- Accepted 27.8.2021
- Available online 30.9.2021 terrorism and the aggravation of the depth of its impact. These data have
resulted in new concepts in the world such as the techno-information
Keywords: terrorism as a new cross-border security threat to societies and countries
- terrorism
- technology which is based on the use of modern technologies to launch terrorist attacks
- information . . . . . .
with the aim of spreading fear and terror. This massive revolution brought
- employment
- penetration about by these technologies resulted in the emergence of a new criminal
©2021. THIS IS AN OPEN ACCESS world whose danger lies in its effect on the structure and complexity of
ARTICLE UNDER THE CC BY o o ) ) ) ,
LICENSE society its complexity, its increasing danger and its prevalence either in

http://creativecommons.org/licenses/by/4.0/  terms of ease of using technology and facilitating communication among

@' terrorist groups to coordinate their operations, or in the way of persuading
and inventing advanced terrorist methods. The attacks were not limited only
to the political, security and economic aspects, but they also affected the
social and cultural aspects by destroying infrastructure sites such as

hospitals, power plants, water, gas, as well as spreading the culture of
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religious extremism among young people, obliterating their identity and
attracting them to join terrorist organizations which threaten the entire social

security, and here lies the danger.
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Conclusion :

It has become clear that the expansion of the phenomenon of terrorism at
the present time is caused by the technological acceleration, and that terrorist
organizations such as Al-Qaeda, ISIS and the extreme right, which are keen to
train and prepare their fighters, have succeeded greatly to use the latest outputs
of modern technology for their own interests by using the highest advanced levels
of development, whether long or short. Those organizations and their various
networks have adapted to technological and information outputs in a way that
exceeds the ability and potential of some countries, and even non-state influential
sectors such as multinational and cross—border companies. The most important
indicator in this field is the success of terrorist organizations in more than one
field such as building websites on the World Wide Web, and using social media
(Telegram, Twitter, Facebook, YouTube, and others), and not only this, but also

maintaining their updates, encryption, and then constantly re—encrypting them
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when they are under attack from abroad. For example, countries and major
communication companies such as Facebook, Twitter and Telegram have failed
to control or get rid of extremist and terrorist content on these platforms,
especially if we know that there are many terrorist networks and platforms in the
world, such as the Dark Web Project, which is supervised by the scientist
Husinchun Chen at the University of Arizona / Tucson in the United States, which
oversees the activity of all networks and sites on the Internet concerning terrorism
around the world. 1500 networks and websites were monitored in 2006, out of
which 500 websites and networks originate in the Middle East, and the number of
“jinadist” websites grew from only 12 websites in 1998 AD to 4800 websites in
2006 AD. The number of those websites is continuously increasing despite the
restrictions that countries and international companies try to impose on these
sites in order to prevent posting the content of their programs, which threatens
the international peace and security.
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