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""Strategic Doctrine and Cyber Threats Realization"

Dr. Muammar Muneim Sahi Al-Ammar * "2 jlad) ala arie jara . 2a
Al-Nahrain University/College of political science Lt e}-‘ﬂ\ 408/ () Asala
Article info. Abstract: Cyber security is considered one of the most important
points of exposure and weakness that embarrasses the national
Al’ﬁd? history: strategy of the state, as it has become a new and widely threatening
- Received 15 .7. 2021 entrance, and its practice pollutes the faith and its pillars. As long as it

- Accepted 23.9. 2021

_ 7 does not exceed as an information technology management, a positive
- Available online 30\0\2021

management represented by protection and security, and a negative
management in terms of war, attack and crimes, and in our study we
will explain The course of strategic doctrine and its awareness of

Keywords:

-Strategic Doctrine cyber thregts. . . .
_Cyber security Strategic doctrine for states and organizations relies on
Strategic studies recognizing and effectively addressing cyber threats. Cyber threats

have increased over the past two decades with technological
advancements and growing reliance on digital systems. These threats

©2021. THIS IS AN OPEN ACCESS

ARTICLE UNDER THE CC BY include attacks on critical infrastructure, data theft, cyber espionage,
LICENSE and cyber-terrorism. Recognizing these threats requires developing
http://creativecommons.org/licenses/by/4.0/ ~ defensive strategies based on international cooperation, information

@ @ ) sharing, and advancing cybersecurity technologies. Additionally,

- states must enhance national capabilities by training experts, raising
security awareness among individuals and institutions, and updating
legislation to include cybercrimes. These efforts contribute to creating
a safer digital environment, thereby enhancing national security and
stability and ensuring the continuity of essential services and
operations.
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In conclusion

as we have discussed earlier, cyber warfare, with its contents and marketing
references, has been a strategic containment strategy to address potential and future
strategic vulnerabilities. It has evolved into a field of operation for wars, which are
now perceived as measures to deter future threats, irrespective of their origin. This
has elevated cyber warfare to a mode of confrontation, demonstrating a state's
capabilities and resilience on one hand, and the international system's balance of
power on the other.

In line with this approach, international politics and even strategy literature have
seen numerous insights into the increasing significance of cyber warfare,
encompassing computing, communication, and control as part of the total shift in
the state's role, whether as allies or adversaries. Despite the recognition of
disparities in capabilities due to the diverse accumulation and employment of these
capabilities, cyber warfare remains a revealing and generative field of challenges,
often exceeding its effectiveness in confronting them, especially in the context of
the dynamic exchange of positions in a vast space, unless its actors are restrained
by their initiative.

At that point, cyber warfare becomes uncontrollable in itself, seeking guidance
from strategic doctrine with all its requirements. If its actors avoid returning to
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doctrine, relying solely on their imagination, strategy as a whole will be wounded,
and they will resort to politics to justify their actions, without justifying the rigidity
of their positions or the impact of their objectives. This is particularly challenging
in light of technological advancements that do not acknowledge permanent
superiority or established dominance.

Consequently, cyber warfare appears to be a field of ignition rather than action, not
because it lacks importance but because it repeatedly poses a strategic challenge
that states must recognize within a comprehensive framework, especially when
they possess capabilities. Any analysis of cyber warfare should consider its
inherent complexity, coupled with the international environment's complexity. This
could lead to an "unknown boundary" dilemma not just for strategy but for
strategic doctrine, as long as the state, as an entity, remains greater than its
components.

This underscores the importance of addressing threats both in terms of awareness
and institutional readiness. We should learn from the lessons of counterterrorism,
especially in countering groups like ISIS, which were defeated only after strategic
doctrine corrected the course of action. Cyber warfare offers similar challenges, as
it is not limited to a means but involves specific objectives. Thus, we must exercise
caution while preparing the state's strategic doctrine and military doctrine, reading
the present and its requirements just as we read the future and its uncertain
demands. All doors are open to innovative sciences and analogical means. In a
decade or so, cyber warfare might become a part of the legacy of traditional
warfare.

In conclusion, to resolve the ongoing debate sparked by the marvels of science and
technology, 1 propose the establishment of a 'Directorate of Cyber Systems and
Research' in Iraq. This would serve as a precursor to creating a dedicated category

for its achievements, even if initially intended as tactical weapons of first resort.
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