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"Cyber Threats and Their Impact on the U.S. National Security"
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University of Al Mosul/ College of Political Science 2 2 L) aglal) ZS [(uagall dasla
Article info. Abstract: The cyberspace has been turned into a new arena for the

international struggle between the major powers in order to impose
Article history: .
. : hegemony and influence on cyberspace, and these developments
- Received: April 22, 2023 A L. A
- Accepted: 12 May . 2023 imposed a rethinking of the structure and the concept of national
- Available online: June 30, 2023 security of the state. As a result, the issue of cyberspace security
Keywords: became part of the national security strategies of many developed
o Cyber Tl.lreats countries in order to prevent the exposure of their vital infrastructure
e Cyberspace to cyber threats and risks, and the United States is one of the first
* Cyber Force global powers to realize the importance of the impact of cyberspace

US National Security on the global balance of power, as it considered it an essential

element of the comprehensive forces of the state. Therefore, the

©2023. THIS IS AN OPEN ACCESS

ARTICLE UNDER THE CC BY . . . . s .
LICENSE cyberspace in order to increase its strategic capabilities and deprive

htp://creativecommons.org/licenses/by/4.0/ - Opponents of it within its national strategy for the twenty-first
century. Since the cyberspace is one of the sources of threats facing
the United States of America, it is necessary to develop several
strategies to deal with threats and risks poses by cyberspace that

United States focused on technological and information superiority in

threaten US national security.
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Conclusion:

The study aimed to monitor and analyze the issue of cyber threats and their implications
on the strategic interests of the United States of America in cyberspace. It then analyzed the
U.S. national cyber strategies formulated by successive administrations to confront these
threats and protect U.S. national security.

Regarding the main research question and sub—questions, as well as the verification of the
study's hypotheses, the research revealed that cyberspace has gained significant importance in
the U.S. strategic mindset due to the heavy reliance of both civil and military infrastructures on
cyberspace. This has led to strategic interests closely tied to national security. As a result of
this interconnectedness, the United States faces numerous threats and risks originating from
cyberspace. The nature of cyber threats has evolved from website breaches to the theft of
economic and military information, as well as the leakage of political documents and the
infiltration of military systems.

The study identified that one of the most significant cyber threats to U.S. national security

is the continuous exposure to data and military information theft or manipulation, as well as the
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hijacking of air defense and aviation systems. This is particularly critical as U.S. military
institutions, satellite management, defense industries, nuclear submarines, air defense, and
aviation systems are all interconnected with modern electronic systems.

Furthermore, the study emphasized that cyberspace has become another arena for
projecting power, exercising influence, achieving superiority, and engaging in international
competition. Traditional weapons and weapons of mass destruction are no longer the sole
measure of power after the information revolution. Information and communication technology
has introduced new types of weapons that can lead to victory and success in battles,
transcending geographical boundaries and reducing human and material losses. This
continuous nature of cyber warfare blurs the lines between peace and war and creates a
dangerous state of instability.

The study also highlighted clear shifts in the U.S. strategic approach towards cyberspace
due to global dominance. The pursuit of maintaining strategic balance and regional and global
influence motivated the U.S. to continue its cyber hegemony. Consequently, U.S. cyber
strategies have diversified between offensive and defensive postures under successive
administrations, with President Donald Trump's announcement of establishing a new military
branch in space marking a significant turning point in this regard.

In this context, the United States has been working to enhance its defensive and offensive
capabilities in cyberspace to counter competitive powers, particularly in 2022. President Joe
Biden's administration allocated nearly $1.3 billion to programs of the U.S. Space Force and
the Space Development Agency to develop technology managed by the Space Force and to
finance the cyberspace domain, in addition to dedicating funds to an extra satellite for the
Global Positioning System to confront cyber threats from competing powers, especially China
and Russia.

The study resulted in several findings, including the following:

1. The U.S. dominance over cyberspace and its utilization as a means to restrain the emerging

strategies of competing powers occupies a very prominent position in the U.S. strategic
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agenda, especially during the terms of Presidents Barack Obama, Donald Trump, and Joe

Biden.

2. The ability to carry out cyber attacks has become a strategic tool of control and influence

during peacetime and wartime.

3. The U.S. project of forming a Space Force involves a practical and serious trend towards

militarizing and arming space.

4. The militarization of space has contributed to an escalation in the cyber arms race, leading

to the adoption of various defensive and offensive cyber strategies by U.S. cybersecurity

entities.

5. Cyber threats and risks will be the future conflict scene in regional and international strategic

environments in terms of competition and conflict by dominant powers in the international

system and aspiring regional powers seeking to establish themselves in the cyberspace

strategic environment.

6. The U.S. cyber strategy competes and clashes with international and regional strategies that

seek to break free from U.S. dominance, such as China, Russia, Germany, North Korea, and

others, hinting at a future cyberwar.

7. The possession and utilization of hypersonic weapons by other powers, especially China

and Russia, in cyber conflict will negatively impact both strategic stability and the competitive

advantage of the U.S. military, leading to an imbalance in the strategic equilibrium between the

United States and other international powers and diminishing U.S. deterrence capabilities
towards these forces.

8.The decline of state sovereignty and the increasing role of non-state actors in

international relations have led to numerous challenges in maintaining global cybersecurity.

This has prompted the need for enhancing international cooperation in securing cyberspace.
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