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(1) Judgment of the International Court of Justice in Military and Paramilitary Activities
in and Against Nicaragua (Nicaragua v. United States), 1986, 1.C.J. 14, 96-97; See
also, Malcolm Shaw, International Law, (7th edition, 2014), Cambridge University
Press; Yoram Dinstein, War, Aggression and Self-defence (3ed edition 2011).

C(4)2 53l (1945 asidl asl) Bae  (2)

339 2 50a) 15 el dgilal polall 88,Lid) dmolz dlone 12018 anss



(1362-336 ) plal) Joull Osial as)gd 550 & &g iSIY) Olamll dons uid) s gBA 3o

Capn Lilhie Gad Les apagil) of 558l alaai Y alall jdasd) 1aa olé @y (e ae il
I 1) i) Laas ) of il (il 85 580 aladin) < jlad Glisd) o5 o
oaolam ¥ Al VLAY 83 58l aladt) st AdAL 6 g gdar (A5 (4)2 Balall J00
D) Ly elaadl (a1 Aa oY 5 Laa Ol uY) 0l 5 aaiall aal) (52lse pa
@l g Laall s Ll s DLl (e 42 3alall () 2liaVl ) Galae (re jaiay
Bl e 51 salall Ly udil) e claall
Al A agd Joa Caadl (e andll 13 plaial ) gaady (1Y) A (e laey
LBl (Sl 85 58l aladi WY A gili s a8 Jadl g )5 5] salall (e L8O
= A yall A sall ae ) 8l (ya g eLgBld Balall (ha Baalaia Alima (B g y o (pania L (pe
epadilly U ¢ Sad) Ll gl
:JsY) llaal)
Baniall aa¥) (3l (e 51 Balall (385 (udill ce plaA)

bl Gall Ciriay ol (adiy Le 3Ll 138 8 aa 5 Yy 45l e 5] saldl s
) L o mai N A 6 el (e g L8al b o elan ol g0 8 (S8 (Jsa
(2)_«._.@_..»4 eladie)

= Ayl 18 o e dgaa - Balall o2 Lgia sl il dag il il )
‘r‘cJJ.SB}&\HJ&L&\O.AB)_JS;Y\O.JAO_SAES‘;\ALAU}JG_‘L«P;\A:\Q\»&)}}
clhadll J g DAY 8 Jaah Shead) 13 8l o e La U5l o) @ elaie V) 13
cu.qd.\j\ = tu&j\ ‘ﬁ éaj\ d_}uﬂ CJ_-.MJ\ elaie ) L‘)_ﬁa 951 3alall ‘H Y‘a.la.\_m.d\
(4)2 Balall s Ly aaagill }i 3 gdll ehii.m\ C._U:umj

Gl a5 Lee JS dilisne clalhias Waddil ool oila of Jaadly
sinall A3 5l aiay zeloasall g laie Wy (i dlgile sainall 3 sal) oLl diiliie 4y 5il8

(1) See, Kamal Ahmad Khan, Use of Force and Human Rights under International Law,
Athens Institute for Education and Research, Conference Paper Series BLE 2017-
2205.
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(1) See, Omer Elegab, The Legality of Non-forcible Counter-measures in International
Law (Oxford Monographs in International Law), 1988.

(2) ICJ, Case Concerning Gabc¢ikovo—Nagymaros Project (HUNGARYISLOVAKIA),
1997, paragraph 71.

(3) A. Randelzhofer, Article 51, in The Charter of the United Nations: A Commentary
661, 664 (B. Simma ed.) 1995.

(4) IClJ, case concerning Military and Paramilitary Activities in and Against Nicaragua
(Nicaragua v. United States), Reports 1986, para. 191.
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(1) ICJ, case concerning Oil Platforms, (Islamic Republic of Iran v. United States of
America), Reports 2003, para. 51.

(2) UN General Assembly Res. 3314 (XXIX), Definition of Aggression, Adopted 14
December 1974.

(3) Cited in: Jeffry Car, Inside Cyber Warfare, O’Reilly Media, Inc., 2011, p.114.
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(2) Lee Stuesser, Active Defense: State Military Response to International Terrorism,
17, California Western International Law Journal, 1987, p.31.

(3) Micheal Newton & Larry May, Proportionality in International Law, Oxford
University Press, 2014; Arbitral Award in the Naulilaa Case 1928, 2 Reports of the
International Arbitral Awards 1011-1028.

(4) Yoram Dinstein, Computer Network Attacks and Self-Defense, 76 U.S. Naval War
College of International Law Studies (2002).
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(3) Research Handbook on International Law and Cyberspace, (Nicholas Tsagourias &

Russell Buchan Eds.) Elgar, 2015, pp. 14-24.
Sl 13 Ge 4.1 kil gaallaad) cpda G Gl gl (4)
(5) “War as the Fifth Domain’, The Economist 1.July.2010.

(6) See, Thomas Rid, Cyber War Will Not Take Place, Oxford University Press, 2013,
pp- 165-166.
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(1) Martin Roesler, When Do We Call a Cyber Attack an Act of Cyber War?, March,
2013.
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345 2 50a) 15 el dgilal polall 88,Lid) dmolz dlone 12018 anss



(1362-336 ) plal) Joull Osial as)gd 550 & &g iSIY) Olamll dons uid) s gBA 3o

e e LaY 8 aal 4aladinl 5 dpad i il eV ()5S Al sleal) 4S8l Ao
il (e o La)  lalldalias e Al LIy e 5 Ble oy SIYI A Al A i
e 5 doay pall 4l ) A (e A) Galad ) ol Sl ST B8y a8 6l 00

Al ) ed

A g A daagd) sl

gl 05S (A S ey sall e (5 8 s JSBn A5 ISV dangll o lias

g s i) Al o) i) Cangy Wil 5o s 5l A gall (e 5 jalaa 4oy g Iy

LD e |85 A il ae ) @l of @y ) ol Ddbagiwnall (o gulal) 3 3gn]

alaai il e salllael @ lagaas lall sl sl o) @ s Ay g iSIY) Clangll
@ «Jus ad Bellumy 5 sl

gl s A5 IV Ay 2l Gy AV (550 sl G-l (B YY) A
Ll Jiay 4 g ySIY) dangd) (e el o) dua elie ) 8 Jiay (s3] 5 4 5 STy
PRI ESVPRIPEV I S L JESEA E S PP REPSVEN (LA TSR E PR WASH g
ISy iR A IV ey pal) 5 4 5 SISV dangll (e JST ALl ) ) o el
Oala 3 o) g Jald ) pm Glal) ) aagi Ay S dangd) o e (e« oS
s A S A pal) e Ly s aling La g s gAY Adsal) 8 S Tiad)
@) Oire (peddiie (o8 Lagas Lo pn paniy

Effective Control & Overall Control il 4as Je kil ICJ, case concerning
Application of the Convention on the prevention and Punishment of the Crime of

Genocide (Bosnia and Herzegovina v. Serbia and Montenegro), Judgment, 1.C.J.
Reports (2007), para. 400.

il ¢ g 3 Lo A5 A 5l Al g a5 g e il asndl Cllangll ¢ silidll Fand e 2eal  (2)
2015 Jib fals ¢ @il IS ¢ al) Gl Alaa i il e Cany ¢ ualaall 5l

(3) Michael N. Schmitt (ed.), Tallinn Manual on the International Law Applicable to
Cyber Warfare (Cambridge University Press, 2013) at 106.
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ol LSS jtiny L g5 i3S 5all AVl 028 e Al 5 4a) e isal) 50l
o AaSaall Cad e aaailly g i sall Jaal) daSae Cadge () e salll e 2 Y il
¢ ) lagasd s ««Tallinn Manualy -0 dods () Lasl 5 1986 sl | 521 S dpuzad

Sl 0 Bl and B (e iy Y1 Cllangdl U1 5 8 S Gl s i ) il (1)

oidaall e Wl jie) alall 13a A5ludl ¢ gn S (International Law Students Association)
ALl 3 L) CYISEY 5 g pm sl 138 & s s 48 Cpalall o)yl

(2) United Nations Charter (1945), Article 2(4).
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(1) ICJ, Case concerning, Military and Paramilitary Activities in and Against Nicaragua
(Nicaragua v. United States), 1986.

(2) Id.Para. 187.

(3) See, Kamrul Hossain, The Concept of Jus Cogens and the Obligation under the U.N.
Charter, Santa Clara Journal of International Law, Vol.3, Issue 1, 2005.

(4) ICJ, Nicaragua Case. 1986, Para, 195.

(5) Milorad Petreski, The International Public Law and the Use of Force by States,
Journal of Liberty and International Affairs | Vol. 1, No. 2, 2015.
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(1) Doc. 784 1/1/27, 6 UN.C.LO Docs. (1945).

(2) ICJ, Corfu Channel Case (UK. v. Albania), Judgment, 1949 1.C.J. Rep. 4, 22 (Apr.
9); See also Rorbert P. Barnidge, The Due Diligence Principle under International
Law, International Law Community Law Review, Vol.81, Issue &, (2006).

(3) Michael N. Schmitt (ed.), Tallinn Manual on the International Law Applicable to
Cyber Warfare (Cambridge University Press, 2013) at paragraph 11.

349 2 50a) 15 el dgilal polall 88,Lid) dmolz dlone 12018 anss



(1362-336 ) plal) Joull Osial as)gd 550 & &g iSIY) Olamll dons uid) s gBA 3o

daangll palal) 5 il g aaal) allacad §8a el Joa Jlsd) Sy
O (gale ainallyy A gall Somy 5l g amall 1 (S 13 L ) 185 K1l g iy
Y al L (e g Laall G (e 51 33l ) i

Apad 830 sal) Jaall ieSana ) i La () (5 5805 5080 gall Camy (Blaall 13 B
o Al 55 580 AT LY (b sdad Yy JISEY) (o A aSaall i B¢ o g2 ) )\
Cran (Maala) Joadi jaad ¥ AL 5 3 shad J8Y Iy @l e mlall o sagd) ()
G Janis Al 4 e () shad Sy Jlae V) Gl alall 1aa JOA (e daSadll il
d (3 s Yy Jlad) Lal ¢ 3linall (e 51 alall L 5 Lgusii (o g Laa) 8350l
S el At gall e a5 WA caian AT (3 58a Joadl O (S Lail 5 (Gl 138 Jail
o Lo (o saidl @l (e il el yal gl 5l DUie sliadll ol ;2 YIS (Jladli ells il
ol e gLl (53 1Le 2001 e s -fial) e JLad¥) (re Jsad) Al s 5ane 2 ga g g e
@6 pe 5] salall Ladg

Lall oy b Jaii g Al Ay 5 pun b odady ol ol daSaall o ga [y daill caddl
L side Ol Sy G b sas 3y @l g (b sdas J8YIy JladY) (o Jaalall
Al 8 Dia (555 57 salaall Joamil G Al ja 5olad IS e 80 (m JLLaY) 138 &
490 gand) &) sadl 3 e Ll g5 AT A g N Laason  JA D Sie Ol g8 4 5ma i 0 Jous 5
langd) Blas (8 Ll (Omlsall o sngl) (5 siase () AeSaall Caneny -8 5 b Adayan)
O by e il o) allde gana 4 0 gl s 138 (S adi Ay 5 Sy

138 e Al 6 3eadl o st Gl Jody 4y el 00 Jlsmall 12 dpanl ) sliiulL
Ay Jatilly Cual

(1) ICJ, Nicaragua Case, Para. 191.
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Draft Article on Responsibility of States for Wrongful Acts (2001), International
Law Commission, Fifty Third session, General Assembly resolution 56/83 of 12
December 2001; See also, Oona A. Hathaway, The Law of Cyber-Attack, Yale Law
School Legal Scholarship Repository, 2012, page 857.

(3) ICJ, Nicaragua Case, Para. 195.
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(2) See, Daniel Bethlehem, Principles Relevent to the Scope of Self-Defence Against
Imminent or Actual Armed Attack by Nonstate Actors, American Journal of
International Law, Vol. 106, 769, 2012.
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Larry May, War Crimes and Just War, Cambridge University Press, (2007), p. 206;

353 2 50a) 15 el dgilal polall 88,Lid) dmolz dlone 12018 anss



(1362-336 ) plal) Joull Osial as)gd 550 & &g iSIY) Olamll dons uid) s gBA 3o

Ol el 138 (e (gl 33 sall Lgd (3 Sy ol A ) (5 ket ad s s o
A oal) ae Josal sl Aalall 0 sl claas gl o 530 (e aad () gl ¢ puall 12 G gan aia
Aallodn HS3axe o salie alie ) s of L Sy @13 e ae Jlly g celasie ) Liiia
U5 sl -yl e 0 IS o Jltiel (e i yite s Lgi sS (e LED 6L

Dl 1 ya e JAa ocuils

«Ddirectness» | st asagd) A (5% o) GG

Al il angll (o L8 g il aal e sl o Slai) Lasal 5 (555 o oy
aial s 55 Y a8 s A il o 8 Ja A g SISV Cilangdl s il Al LU
Gl Ll i el 1 5 ¢y pmall g Jndl) (o e al) 483000 2t e 5 il e ina g
Ly (S ) el g Aallie ey (21 (el oyl o e 3l JlaadiV) ale
(1 3 g SV langll 3 30 ddim s2a 5 i yoaill 13a

A 5d (8 ) (B () g5 28 A5 ) cillee G Sl Jodis o Ll (S
e i Al e IS 31 slal B oan Seda STy W 505 Lae
i o 4 g yiSIY) lglandl 2 gd Sy Aall o2n 88 i gall b 6 galai®l i)
iS5 A 5 I A leall 5 - ilae daih (IS (galaB¥) GELSSY) O 1Y) el
A gall bl ala) of ¢ D LY Ll e 30 e Al a5 my gl A S 2 A
13 61y 5l ) (b (55wl A s IV A lanll o5 WSlgia g L Sl S
Al g Ca il s Sl A8e aa o Y L g (ad DA S o (ELaSSY)

a1 Ul 1 Gl eonls Jols o) sl g miilaal) JuaiVlyy da i ) i)
apaad e sl are ) i) sl o sagdl die ) G pailly 8y of S Y
O 888 il 5 A1 (il aae any LI ¢ pall g ol (g Al 28301
P | PPN SN R RUCA | P BTN FS &7 P [ J LN H N VRPN o
ool s o il o ARG Lo

Ola¥ caled 8 Lagl W) e pilaia Gl o) (s (958 (e ae g4l W) i

Qld (B8 pdlaa g Al e A g Sl dand ) sl Sy A raall e Sy s M
Vs Loig Sl o st o -Dlian L 4 50 afind (S 5 dlaall joe Jlall 2 gagllé i gl

(1) See, Haitao Du and Shanchieh Jay Yang, Temporal and Spatial Analyses for Large-
Scale Cyber Attacks, Handbook of Computational Approaches to Counterterrorism,
pp. 559-578, 2012.

2 0a) 15 el dgili) polall 88,Lid) dmole dlone 12018 sanss 354



(362-336 ) gogom aost 335

|y gma Eaaad o Aangd) adgd (S ¥ Eumy Caay s Saal b et dgile slae 2805 e
Jerdll (o Jai¥) ade Gy 5 Seall o sl dtie ) Ca paaill 1agy (B 5 Y (Ll
5 mle g IV danngll 055 O L oSy A1 ANA) ) i o Ll By a5
& O Sy () el By ApalaBY) ) ) 8 e gae i g Adla il LS

lgrle satiadlly Ad gl e

Lland) sla

s sondil) e g Laal Allay 5 0S JS i A laiall b g p il aaf 4 glasll oy 5 2 ey

Of @ ytie) ()5 aaiall aa¥) Blise e 51 saleall (e el La a3l el 13
ol e g Laal) Al il Glul) @l yadll g (5 5l A 0 olaily A 5 (e o lic Yy
O =il Jai¥) sb mdhiaal) 1agd (8ol il g Lgale (sainall 4 sall A ally
Dlgallias gaa) s AV Al 8 )y Silaa) 8 A Baiall dglasll dall y o L)

gl 8 Ay Ay A glaadl by i Uiaaie s oy el b1 1aa e
asagdl Atic ) Ay IV A leall 5 55 da , ) 13 s g SIY) A lend) Cala
) s G i) 1 o ) e B a8 Lgdle saiaall A sall CuilS LS L)
e -8l IR (e 4y Sl 5 a8l CilaualS (g AN A gall 84 glac Calaal (3as
4S8 oSy a8 10 a5 W) gl ST el Sl A 5 IV Lganal
Y Al dgilae A5 o o sagd) Cala Al il 1Y) Lag s

o)) saall Aaliaa Lo gl clilia (o Laalia A8ida oy o 4d gl 4a yy (ELE ¢ J5locill 1a aad
Jandl A aSan a8 (e 18D 5] 3alall Ldd g Ludil) (e ¢ Laall Joady () Jaid Lgazamy (LS (e
G yshaa 8V ellips ) gdad LAY Jlac ) (i a5 oa ol s ) IS Al 330 al)
Glal) e Aiaall 3 gall J8 (e asanai 4d Jac Yl oda e (Y1 A2E o jle) e
Y Jlae Y oAl el lea La taa 5 dlgale atiadl i gal) Lo ycal) 2
Y 85 Y Sl Gy - Jlae Y1 s (e b a ) Al 5 5y sdad JEY) ellips s dad
51 alall g aatll e g laall 8 all Jady glatie) L S
lalaal) Gl 8 il puaill e ol (ile G G- Of Wil S o pAT5 e
oty Al 5 Al L) o Laalie Afa (e atia Jslal) 12a adiay S 5 SIY)
(bl ) s dilaidilee A e V) o Y Lgd) Jsma il 5 cBrBna dles (o8 (na

(1) ICJ, Oil Platforms Case, (Islamic Republic of Iran v. United States of America),
Reports 2003, p. 161, para. 64..

355 2 50a) 15 el dgilal polall 88,Lid) dmolz dlone 12018 anss



(1362-336 ) plal) Joull Osial as)gd 550 & &g iSIY) Olamll dons uid) s gBA 3o

Lo g i g I langll s 35 gmie e Aglmil) laall oda o ) iy
¢l 3l (50 luzml (aliaial) 3 ga g ane 1Y o Laa Ganad ale (S0 Gudill e gl
oo plaall 8 Lgaal A1 g0l 5 slial Ll iy 3015 o sangll 3 B e sl Ja s e

D el

ol e plaal) dde sl e slalinal) o KU Gl o o 88 Jeal e

Of ool g (e ol s aie) o 5l dga (e iland) e BSN 5 g s

A gall Calagiod DA (e Gty O S LN (e 51 bl 8 3 )1 55 Ailanll Loy

b e A S0 5 3 A g (o iy Apana A SIS o g gl 2ame
Lesle (gatnall A3 pall ol i) lage (o Joeni Led S o AT Cilga (e

OSan Y Ladd o 8 g Laall 5 ) 5 s dalad) el e QU Qs Ao -elaie W
ISl sda of G (5] Balall s Aglaall Sk} 8 V) 158 Gl el G s
O L) Sy 13T 5 A g (g o Alan Ay g iSOy Sl 3T e Jlall dagda b
Al A leal) A 5o (A sl A0 @l Gl s Gy 5 400 Laalie dai & 5A5
sl e el )gdall Jull g dilaadl b ) di5 o oangdl aim 0 A 5 SIY)
A3 gally i puatl) Jleaifs Lsal s

A sal) Jias e cre | palia G patll ¢ 50 58 g e da 1l 1is ety s (la gae
ALl daga L) 2gny (5 AT dga g sl Ailadll ol Al ol dny -l Aaludl ¢ s
Lo i 13 ) g e g (R sl e e g @ sal) e L (ana Joany
a2 gl A g g laint Ja gyl ST e - galie by - iy il V) s 5 (e (3aiall
Lo aani Ay a8 iy 1Y) e m s Opaaad 1D g i g SV illaall Blss
‘:_J\}‘:\_“\AM\:\_JAJXJJSH\E‘)MDMJA\Mj Olad A1l b g ia Janll aa S 1Y)
Old ey ) dsla) ¢ adall Jelall 4 pa ek o) (o paail) Ui 33 5l 5 () <y
= A g IV S Bl eSSy S A 8 a@at ol 35 A gall Jaall i Alee
8 3ga) (85 ilie a8 il s 8 Jls IS cCilangd) o2p A (e a2 ol
Al g AT A0 50 a8 Lgad addiiiyy i A 6l ciagial) 4 sally Aalal) (o golall

ol e g laal) 3 all g i alall g daalusall sda (pe Y1 e 3ol kil (1)
Ao il ye JdY) e Jsal) A s ) se g 5 e e Aagl ) Balall 43 8 L l2a (2)

2 0a) 15 el dgili) polall 88,Lid) dmole dlone 12018 sanss 356



(362-336 ) gogom aost 335

A (e () A ) all) cnatl 8 (F) A sall () Sl Jods () Lall cilangll 038
(@) sl ade (50 () Adsall (8 A s i) daaa il Lel o Dlae

o= (it A gall A YY) el Ay A alal) A 5D Al o) L
sa Sl (DA sall cldal s (e doa A e gana () Gl g sy ) A0
L voe L3las A0l o2a <o yUa0 G A land) 2piii] 40 gal) 4] Caaddiul Cile ganall
iana S5 Aialll @ 8 L Cillaall Aled B -G ol s J s o) il Aiad oy
Lga) 5o (34 5 5mally Graghy Lo dadd s Jladll aSail) (o 13 saclEll (e gl 5,880 &
gl 8 A ol Jaall S ) 58 ae (381 gie CaBgn s g celaicV) jaaed ]l
) s s

T b i (5 Al o g il g e Aialll caall ¢ S SA Al dag 8l ) bl
@A) ) all aaniLgle (sasiaall A sall 3 508 imay gl o 5 il sl Clangll il
b5 A s Y Alaall 5 Sl alall Ja i ) Adla] A5 STV dangll 4 s
Ot i 58 5l aladiuly alall saaid) a3l 3l se Jeans (e Aaiase a yod
Ol 63 gl &y S wal) daglal) (5 5 58l Alasiud

Juie) (e el ag ady ad Uadll ) i of Lile aciady saall 1aa 8 (S0
bl a L s g 6 58l (ool Aol ) e Ly pda il A 5 JSIY) cilleall
) M} b g4l e\a‘;ﬁ_\»\» PRI | t)_d\ e Jea il Gilall 1aa 318
A8l Ll Jlie) (e 5 58l aladiwV A i) 5, Sally aa 3l el pallaa gl 1aa DA
It Jsa Jsall A aaill 5, Jaill 5 Gllisall Cadga (e el dhy (g e oy S sl 5 5.8l
sl alasiu)

sl G (e - it ol ) 4l ) JaiV) 1aa ol s 5 Al s e

28 L@.\S]j :\j}ﬂ‘ %) ;)A Lg_vi ji M}&S\ JLL! C)tA glﬁ!_l L;!LGM‘ XYY u)S O dan s JJAJ (])
oLl A gall U gasie Coyeadl) 138 iy 055881 Gallall 3 laedl) caalla 38 Ll i Aaldl &) glas
i) e sl A s pesn 3l 50 & 5 pe (pe Al B3 44 el Lo uanilly g 4 o) Al g sl 2] 8 )
2001 plallde 5 il e
(2) ICJ, Nicaragua Case, Para. (115).
35l aladiul axe gy caals Jsall Lo i Gl saaial) el (Sl dalys JEdI dus e kil (3)
Gl (A A Sl 38 ) e IS 5 Sl 5 44 5ald) Ll 5 (S sidia el (Giatl ) 4 jSual)
Baniall aeS il (a1 Culaal A siaall ALl e el 3 g8l aladiu

357 2 50a) 15 el dgilal polall 88,Lid) dmolz dlone 12018 anss



(1362-336 ) plal) Joull Osial as)gd 550 & &g iSIY) Olamll dons uid) s gBA 3o

3 Ay ) Adee (i (o e L5538 (e sty (il i e Uil ) oye
Ujﬁ\&&uﬂ\ﬁj\jjw\aﬂ JMUJSJU\U}J‘ML@J\U}J\&J_AMJJ\
LoSue Cangl) 5 o 050 Ll /51 dealeal)

Jai¥) o e Y ol G B O Asalll e coa iy (IS s (s LI

OS5 (in g Al o Al g il (o S A 5 Ay gl g il (o
Of dalll e g (S LaS g gall Jael) A aSae 48 pa 5 Lgusdi pa danusio Al
Ol Ll Sy 5 ey Sl el A8 ) g o il (o day A 163 s
Jils s L Ly - o gl 2l Baat il il gl Gl e Jaid o d Calgall 2 ) 5
gt (53 A sall capal ) g cdBaait ) el el e Uil Jo - 3 5 iy
S eaBY) (5l 8 Jlal) sa LaS g Sl (sl gl jlda) o s L i
D2y 5y VLAY (mmy 8 (s _Suall (3580 Ly jlie 2y o (S (215 ) (i

Coagi A g Y dlee ) gatts G Ll (S DU - (gala®®Y) ey 3l apmaall e
e maly 28 La s AT A ga 8 e g jall (5 Aalall 55 50aSll 8 jgal jei )
S il i) g i ) sl 8 Laga | amic iiad il g cile 5y 3l o2a
Gl Ealaa) el 2 sall slual) A dcalall 53 0l 3 jgal Wlagin) Jod of Wil
Ompalendl alliall ded (g s A gall s e Adine Ay A5 S ity e colpall 02 (8
langll Bl (8 (ol Jods Ly sla il Al gl e A 558 5 dpaal 1y ¢
A s sy

;G.il:\ﬁ\

LMl 8 saieal) A A AL WYY e Ao game A s SSIY) Cilangdl Allie &y

G Gl gadd) e dnlle da )y ddaalll odn (ia dgtlila) GtiSS Cudy Al Jsad) G
22 )l o sardl (o dal se 2 0a3 QY1 e o ey allee agdl A8 5l oha Cxws
aixall A sall Slal Aaliall ol Jlall Jsa ysaaly A8l 038 & suinge g8 5 ALY
o2 Cialle saillaa s oo sagdl jaaae il all dgal o (8 (5 S o s Lele
L manin udil) e g Lo 8 Aalad) Apalidll ae ) ) 3l g8 el (o Al 43 )5l
ol ot Bl 1 (8 A s SSIYT Cilangll 5,88 ae (sall (s 3lall ae) B 4 e
831 s Ll o s il (e g lially AalaY Alall  dall o o8l e il Bosec agd )
U smaiy sl oyl Bl A gall Jaall deSas 488 g saaial) ael) (3l

A sl Jaal) AaSaad ) pUail) (e 38 3ol Can @l (1)

2 0a) 15 el dgili) polall 88,Lid) dmole dlone 12018 sanss 358



(362-336 ) gogmm aesl 33,

U sady e 2gaS Gl Jly 8 el 580 padl i @l ) ALl ATl
L.)—)'.’J u.ud.\j‘ = &uﬂ\} b}ﬂ\ (:‘J;:I_ul.l ialall et.d\ LH}JM u)_lu\ J.G\_,Bu_\.’:\_d;‘}&d\
) G LB 8 A paliia B yallaS Ay 5 SIY) Cilang])

aladl sall o 38l 8 Aalall ae ) gall ) sl o ) A fiand) Al s2a coala
s e Ledlbail 5 (ueiill e g Laally dalall s saaiall aell (lie e 51 3alall lagansig
48 ) oVl lapaas el ela A gall s ilill 48 a4 ey Laaddg s 1Y) Cilangll
Azl ) Lealal i je ) Wil e dyanll 8 5Lge S il 540 oal) Jaall A aSaa
Claaie dpmd Liag 5 1986 «) 52 S0 i 5 8 4y Sl 40y 4y Sl il
S Sl o sall e s ATl aa (2003 Basiall LY sl Ol ) ¢ el
OS5 L e gLl 5 5 Balall () OIS )Y 6 s () Gl s Al A sall Bl ey
O s pSay aaall 13 8 (Scale and Effect) ,-3ll s anall La 5yl b g 3 pasa
Loaiundl Jila ) e W 38 5 e ST 4 sl il e 5S84 g0l Jaall L aSaa
Clangl) 48 e A s IV Clang) Jlany slge daSaall o 23ty Lo o songd) 25 8
aclil ot mgdll a1 SV asagll Jae Jsdl (8 ilig ana (e Lgd Lal il
Sualai 28 IS ol G =Y gl o 5 A (30 50 s Jals e el ) ual) 2t (e
aay | gald 28 Jlall s e ) sailall o) poadl 1Ll s 4 5 SV Clangdl e s-dilae JS0y
dgie )4y SIY) dangl) (8 55 in AaSaall g isla (53 il g anall Jlpmalda) o
el o sangd) A e Al A5 S e ae HL 5T salall 8 ) sl lsall o gl
Ol (il o A sl ) sl o b g dnlee e 5 ST gagdl 5 (S )
51 8alall Jomis Jal (e Lt il g5l sl Ja g 501 (mmy alia) 4l e 5 Clangll (e
Ao ol Ja yd Jali ) Gl Ay gaall (e adli aaaillaa p o A s SV Glaag) e
i 3 5a Lo (simall A5l 1Y (o Ll 4y 3y (5301 5 oyl Ay 5 il
ol (e g laall Cile) ya) AASL Ledde (satiedd) A sall o585 of Jo elaie W) e 4l 5k
A sk dgie y3ae 20 V) o sl Hrasdgall aaidilee aalial 4 paall o @lls
e salll () 50 g e g laall 8 Bl A gall eldac) (e (laiall iy () Lavie (3 Sy Sl
L graall a3 gall bl 5 el Bada 8 A ulu) Al ) Calia ) Galas )
psagd) Diae Al A dlaall Al (e cafill iy (531 53 ) 5 acall Ja ol e 3R S0y
et 05y o AMal o o g5 A g SSIY) bl Gl S AT it el ) iy
s2gd 5 A o2a ale (50 Jsall all) (e Jani dima e lan (5 S8V o sl j2ias
Lgall) (3L (yanm b yual e A5l A g 3asn S ) el (g A1 IS 5,840
i 183 ) Saladl aSaill jlira ol Jldll aSail) jlira () Sliial) 2t el s2a 8 Jgb
Al dazal s aia) G aladl (sall ¢ 538 o) @3 Laalll s2a

359 2 50a) 15 el dgilal polall 88,Lid) dmolz dlone 12018 anss



(1362-336 ) plal) Joull Osial as)gd 550 & &g iSIY) Olamll dons uid) s gBA 3o

Alie Sl (383 g0 adadi Sl 3 s 8 5] Aiall A1 e Jilosall o3 635
Juiall aymy s o dawil) 134 () J s sl (O Caaldl (5 uga A5 SSIY) Cilangl)
sLEd) 8 55 Compal 5 A palitall don o) i€ 8508 W1 s sn Gl A3
= 5 Jsall e S8 G s g e g gl e ST laie V) 1 iae dgall
O5% A5 i e I (e e J s ) s LSy Hha (2 sanll Adls (e o LAY
aladl s sall s 3ldll ael @ ikl (e uiil) e plall ) W) e b Y S
Baaiall a3l e 571 salall lagaai

saalall g dlaal) daild

24 gal) gl 6l g clBLATY)
1945 A 5l Janll AaSad aslisY) ol
2001 plallde g piall e iV e Jsall A s hana 3 ga & g i
1907 Al call il ey (il 8 ol ialy dualal) 486Y)
ALY Y S 55 05 1949 avia AL
United Nations Charter (1945).

UN General Assembly Res. 3314 (XXIX), Definition of Aggression, Adopted 14 December
1974.

sA L) alsad)
ICJ, Oil Platforms Case, (Islamic Republic of Iran v. United States of America), Reports
2003.

ICJ, Military and Paramilitary Activities in and Against Nicaragua (Nicaragua v. United
States), 1986.

ICJ, Corfu Channel Case (UK. v. Albania), 1949.

ICJ, Application of the Convention on the Prevention and Punishment of the Crime of
Genocide (Bosnia and Herzegovina v. Serbia and Montenegro) 1996.

ICJ, Case Concerning Gab¢ikovo—Nagymaros Project (HUNGARYISLOVAKIA), 1997.

Arbitral Award in the Naulilaa Case 1928, 2 Reports of the International Arbitral Awards
1011-1028.

2 0a) 15 el dgili) polall 88,Lid) dmole dlone 12018 sanss 360



5

(362-336 ) gogom aost 335

sy
B. Rorbert P., The Due Diligence Principle under International Law, International Law
Community Law Review, Vol.81, Issue 8, (2006).
D. Yoram, War, Aggression and Self-defence (3ed edition 2011).
M. Larry, War Crimes and Just War, Cambridge University Press, (2007).

N. Micheal & M. Larry, Proportionality in International Law, Oxford University Press,
2014.

R. Thomas, Cyber War Will Not Take Place, Oxford University Press, 2013.
S. Malcolm, International Law, (7th edition, 2014), Cambridge University Press.

S. Michael N. (ed.), Tallinn Manual on the International Law Applicable to Cyber Warfare
(Cambridge University Press, 2013).

T. Nicholas & B. Russell (Eds.), Research Handbook on International Law and Cyberspace,
Elgar, 2015.

saNEal)
B. Daniel, Principles Relevent to the Scope of Self-Defence Against Imminent or Actual

Armed Attack by Nonstate Actors, American Journal of International Law, Vol. 106,
769, 2012.

H. Oona A., The Law of Cyber-Attack, Yale Law School Legal Scholarship Repository,
2012.

H. Kamrul, The Concept of Jus Cogens and the Obligation under the U.N. Charter, Santa
Clara Journal of International Law, Vol.3, Issue 1, 2005.

P. Milorad, The International Public Law and the Use of Force by States, Journal of Liberty
and International Affairs | Vol. 1, No. 2, 2015.

S. Lee, Active Defense: State Military Response to International Terrorism, 17, California
Western International Law Journal, 1987.

(s Al gl
aniaaall @il al) I gn galad) (ELall (yania o 38 ) 5 el 5 o geall A o ySIY) adl jall e lod dplal
2-4/9/2014 Glse sl fnY) g tal) A€ il ) Y gl il Lo b
D. Yoram, Computer Network Attacks and Self-Defense, 76 U.S. Naval War College of
International Law Studies (2002).

E. Omer, The Legality of Non-forcible Counter-measures in International Law (Oxford
Monographs in International Law), 1988.

361 2 50a) 15 el dgilal polall 88,Lid) dmolz dlone 12018 anss



(1362-336 ) plal) Joull Osial as)gd 550 & &g iSIY) Olamll dons uid) s gBA 3o

The Right to Self-Defense in Response to Cyber-Attacks
in Light of International Law

Rezeq Ahmad Samoudi
Faculty of Law - Arab American University

Jenin - Palestine
Abstract:

One of the most important issues brought about by modern technological
capabilities is that they have produced new and more complex legal
questions than answers regarding the relationship between states. These
questions were unprecedented and inconceivable not long ago. One of
the most current complicated questions concerns the availability of legal
means to the state to deal with situations where it is subjected to electronic
(non-kinetic) aggression by another State. More specifically, the question
is whether or not traditional legal rules on the use of force and self-defense
are consistent with the notion of cyber attacks. Is a cyber attack legally
entitled to self-defense as required by Article 51 of the Charter of the
United Nations? Or is it merely a use of force under Article 2 (4) Charter
that leaves the aggressor state with no legal option to defend itself? Or
else, is there another distinct approach particularly designed to deal with
cyber attacks? This paper handles these important legal questions through
a comprehensive review of the rules of international law on the use of force
in general and self-defense in particular and the relation between them.
In addition, the paper looks at the current state of practice of states in an
attempt to forecast any emerging customary international law in this regard.

Keywords: Non Kinetic Attack, Cyber Attacks, Tallinn Manual,
Syntactic, Semanti.
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