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(1) Judgment of the International Court of Justice in Military and Paramilitary Activities
in and Against Nicaragua (Nicaragua v. United States), 1986, 1.C.J. 14, 96-97; See
also, Malcolm Shaw, International Law, (7th edition, 2014), Cambridge University
Press; Yoram Dinstein, War, Aggression and Self-defence (3ed edition 2011).
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(1) See, Kamal Ahmad Khan, Use of Force and Human Rights under International Law,
Athens Institute for Education and Research, Conference Paper Series BLE 2017-
2205.
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(1) See, Omer Elegab, The Legality of Non-forcible Counter-measures in International
Law (Oxford Monographs in International Law), 1988.

(2) ICJ, Case Concerning Gabc¢ikovo—Nagymaros Project (HUNGARYISLOVAKIA),
1997, paragraph 71.

(3) A. Randelzhofer, Article 51, in The Charter of the United Nations: A Commentary
661, 664 (B. Simma ed.) 1995.

(4) IClJ, case concerning Military and Paramilitary Activities in and Against Nicaragua
(Nicaragua v. United States), Reports 1986, para. 191.
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(1) ICJ, case concerning Oil Platforms, (Islamic Republic of Iran v. United States of
America), Reports 2003, para. 51.

(2) UN General Assembly Res. 3314 (XXIX), Definition of Aggression, Adopted 14
December 1974.

(3) Cited in: Jeffry Car, Inside Cyber Warfare, O’Reilly Media, Inc., 2011, p.114.
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(2) Lee Stuesser, Active Defense: State Military Response to International Terrorism,
17, California Western International Law Journal, 1987, p.31.

(3) Micheal Newton & Larry May, Proportionality in International Law, Oxford
University Press, 2014; Arbitral Award in the Naulilaa Case 1928, 2 Reports of the
International Arbitral Awards 1011-1028.

(4) Yoram Dinstein, Computer Network Attacks and Self-Defense, 76 U.S. Naval War
College of International Law Studies (2002).
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(3) Research Handbook on International Law and Cyberspace, (Nicholas Tsagourias &

Russell Buchan Eds.) Elgar, 2015, pp. 14-24.
Sl s e 4]l Gaadlaiaall cpda G BAN g8l (4)
(5) “War as the Fifth Domain’, The Economist 1.July.2010.

(6) See, Thomas Rid, Cyber War Will Not Take Place, Oxford University Press, 2013,
pp- 165-166.
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Application of the Convention on the prevention and Punishment of the Crime of

Genocide (Bosnia and Herzegovina v. Serbia and Montenegro), Judgment, 1.C.J.
Reports (2007), para. 400.
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(3) Michael N. Schmitt (ed.), Tallinn Manual on the International Law Applicable to
Cyber Warfare (Cambridge University Press, 2013) at 106.
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(1) ICJ, Case concerning, Military and Paramilitary Activities in and Against Nicaragua
(Nicaragua v. United States), 1986.

(2) Id.Para. 187.

(3) See, Kamrul Hossain, The Concept of Jus Cogens and the Obligation under the U.N.
Charter, Santa Clara Journal of International Law, Vol.3, Issue 1, 2005.

(4) ICJ, Nicaragua Case. 1986, Para, 195.

(5) Milorad Petreski, The International Public Law and the Use of Force by States,
Journal of Liberty and International Affairs | Vol. 1, No. 2, 2015.
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(1) Doc. 784 1/1/27, 6 UN.C.LO Docs. (1945).

(2) ICJ, Corfu Channel Case (UK. v. Albania), Judgment, 1949 1.C.J. Rep. 4, 22 (Apr.
9); See also Rorbert P. Barnidge, The Due Diligence Principle under International
Law, International Law Community Law Review, Vol.81, Issue &, (2006).

(3) Michael N. Schmitt (ed.), Tallinn Manual on the International Law Applicable to
Cyber Warfare (Cambridge University Press, 2013) at paragraph 11.
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The Right to Self-Defense in Response to Cyber-Attacks
in Light of International Law

Rezeq Ahmad Samoudi
Faculty of Law - Arab American University

Jenin - Palestine
Abstract:

One of the most important issues brought about by modern technological
capabilities is that they have produced new and more complex legal
questions than answers regarding the relationship between states. These
questions were unprecedented and inconceivable not long ago. One of
the most current complicated questions concerns the availability of legal
means to the state to deal with situations where it is subjected to electronic
(non-kinetic) aggression by another State. More specifically, the question
is whether or not traditional legal rules on the use of force and self-defense
are consistent with the notion of cyber attacks. Is a cyber attack legally
entitled to self-defense as required by Article 51 of the Charter of the
United Nations? Or is it merely a use of force under Article 2 (4) Charter
that leaves the aggressor state with no legal option to defend itself? Or
else, is there another distinct approach particularly designed to deal with
cyber attacks? This paper handles these important legal questions through
a comprehensive review of the rules of international law on the use of force
in general and self-defense in particular and the relation between them.
In addition, the paper looks at the current state of practice of states in an
attempt to forecast any emerging customary international law in this regard.

Keywords: Non Kinetic Attack, Cyber Attacks, Tallinn Manual,
Syntactic, Semanti.
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