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The Crime of Destroying the Contents of E-Mail in the
UAE Law

Musab Abdalla Alnaqbi®
Khalid Muhammad Daqani®

Abstract:

This research aims to define the concept of e-mail, its legal nature,
and the justifications for its protection. It also seeks to determine the legal
structure for the crime of destroying the contents of e-mail, and to clarify
the extent to which the UAE legislature addresses the substantive aspects
related to protecting e-mail against the destruction of its contents using
modern programs and technologies. The importance of this study lies in the
fact that it captures the legal structure of the crime of destroying the contents ®
of e-mail in the UAE legislation. It is conducted at a time witnessing the
prevalence, multiplicity and diversity of data and information media and
technologies and the reliance of individuals and government institutions on
them in their daily activities. To this are added the consequent expansion
and increase of crimes violating privacy through illegal access to e-mail
and the risks threatening government data and information, as well as
confidential mails among financial, commercial and economic institutions
in the country. The research has reached several results, the most important
of which is that the Emirati legislator did not specify the forms of attack on
e-mail. In fact, the forms of attacks vary, and they occur when an offensive
act is intentionally committed by the perpetrator. The destruction of the
contents of e-mail occurs as a result of any conduct that causes destruction.
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These forms include the use of harmful and destructive codes and disruptive
viruses that are transmitted from one computer to another and from one
mail to another. They also include any other means that leads to the same
end, as long as the legislator did not specify the forms of conduct that cause
the crime of destroying the contents of an email and did not specify the
results, either.

Keywords: e-mail, information destruction, UAE legislation, protected
interest.
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