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Criminal Protection for Virtual
Digital Currencies Users in the UAE Law

Saqr Muhammad Al-Attar®
Abdulellah Mohammed Al-Nawayseh®

Abstract:

Digitization in the current era has led to the emergence of virtual digital
currencies, the most prominent of which is Bitcoin (BTC), despite its lack
of any legal framework to regulate it or govern the conditions and terms
of its issuance and circulation. Therefore, the UAE is planning to establish
legislation to regulate digital currencies and issue its own digital currency.
The UAE has not prohibited the trading of Bitcoin but has warned against
dealing with currencies used in speculation and speculative investments.
The study came to several results, including the danger of virtual digital
currencies due to their ease of use for illegal purposes, such as drug
trafficking, money laundering, and financing of terrorism. Furthermore, these
currencies are illegal, and circulating them violates state laws, with users
not enjoying criminal protection in the absence of legislative regulations
governing their use. The researcher made several recommendations,
including temporarily banning the trading of virtual digital currencies
until detailed studies determine their effects on the national currency and
the local economy. There is also a need for special legislation to regulate
trading operations, and trading in illegal virtual digital currencies should
be prohibited, with penalties tightened for violations of laws in this regard.
The study concluded with a set of recommendations, the most important of
which are: (1) temporarily banning the trading of virtual digital currencies
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until detailed studies determine their effects on the national currency and
the local economy; (2) trading in virtual digital currencies is currently
prohibited until special legislation regulating trading and dealing with them
is issued; (3) trading in illegal virtual digital currencies is also prohibited,
and (4) tightening the penalties for violating laws.

Keywords: Criminal Protection, Virtual Digital Currencies, Bitcoin,

Money Laundering, Terrorist Financing, User Protection.
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