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International Responsibility
for Cyberattacks Committed by Non-State Entities

Halima Saleh Aldarmaki®
Wael Ahmed Allam®

Abstract:

Inrecentdecades, cyberattacks have been carried out by non-state entities
(individuals, groups, and organizations), such as those that occurred in
Georgia and Estonia. These cyberattacks are more sophisticated than those
carried out by states, but they are also just as dangerous. The vital interests
of governments are severely jeopardized by these entities. Therefore, the
study aims to clarify the international responsibility resulting from these
attacks. It examines both the responsibility of the state from which non-
state entities launched cyberattacks and the responsibility of these entities
themselves. The study concludes that if cyberattacks are carried out by
non-state entities without the involvement of any states, these entities are
responsible. As aresult, individuals associated with these businesses are now
considered to have international criminal responsibility. These cyberattacks
may be attributed to a state if the entities are under the direction, instruction,
or control of the state, or if the state fails to exercise due diligence to prevent
these attacks. In such cases, the state is internationally responsible and is
obligated to stop the attacks and provide compensation for any damages
caused. This research recommends adopting a binding legal document that
would include provisions and rules regulating international responsibility
for these attacks.

Keywords: Cyberattacks, International Criminal Responsibility, Non-
State Entities, Cybersecurity, Cyberspace.
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