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Penal Response to Digital Content Manipulation
Using Deepfake Technology in Chinese Legislation: A
Comparative Descriptive Study
Muaath Suleiman AL-Mulla®

Abstract:

Recently, methods of digital content manipulation have evolved through
applications referred to by the Chinese regulator as "Deep Synthesis",
thanks to artificial intelligence technology (AI) that has enhanced content
quality. The significance of this research lies in its discussion of a relatively
recent topic that has emerged due to the misuse of these applications. The
problem lies in deploying these technologies for illicit purposes, until the
new term "Deepfake" emerged to express the possibility of tampering with
digital content in a way close to real content. This is further compounded
by the loss of ethical controls in the rapid production and development
of these technologies. This research aims to explain the nature of digital
content manipulation using deep synthesis technologies and applications,
the dangerous impact of the misuse of Deepfake on societies’ security in
the cyber environment, as well as the extent to which that manipulation
is considered a criminal offense subject to the concept of cybercrimes.
The research also examines how China, as one of the first countries to
establish regulations to mitigate the risks of misuse of these technologies,
has addressed this issue, including the penalties imposed and the position
of comparative criminal laws. To achieve its objective, the study adopted
the descriptive and comparative approaches, concluding with results and
recommendations that ensure an effective response to the misuse of Deep
synthesis applications.

Keywords: Deep synthesis, Deepfakes, Misuse, Cybercrime, Artificial
intelligence, Criminal law, Chinese regulator.
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