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Cyber warfare and its impact on international relations: The Zionist
entity’s war on Hezbollah as a model
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Abstract:

Cyber warfare is a modern concept of warfare, the emergence of which is
closely linked to the tremendous progress that accompanied the development
and advancement of information and communications technology. This study
aimed to identify cyber warfare and its impact on international relations. The
researcher provided a model for it, represented by the war of the Zionist entity
on Hezbollah, using the descriptive analytical approach, in addition to the
approach of power in international relations, and the approach of systems. He
formulated the hypothesis of the study by saying: Cyber ??warfare does not have
a significant impact on international relations. The study proved the invalidity of
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this hypothesis, as cyber warfare is of great importance in influencing
international relations and even a prelude to comprehensive military wars after
its use. The study reached a number of results, the most important of which
were: Most countries in the world realize the importance of developing modern
strategies for wars that subjugate opponents at low material and human costs. It
is also impossible to dispense with military (hard) power after using cyber
warfare, as hard warfare follows it. This was clear and evident when the Zionist
entity launched its cyber attacks on Hezbollah as a prelude to launching a
comprehensive military war on the party. The study also concluded that it is
important to benefit from technological progress in building modern armies,

including cyber power.

Keywords: Cyber warfare — soft power — international relations — Hezbollah -
the Zionist entity.
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