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Article info.

Abstract: This study examines the impact of technology and

Article history: artificial intelligence on fifth-generation warfare and their
- Received 16 Mar.2025 implications for international humanitarian law, with a focused
-Received in revised form 10 Apr 2025 apalysis of the 2024 armed conflict in Lebanon. It explores how
- Final Proofreading 15 May. 2025 . .

- Accepted: 23 May. 2025 Al-powered systems — including autonomous weapons and
- Available online:30 Jun.2025 drones — have transformed military operations and raised legal
Keywords: challenges regarding core humanitarian principles such as
- Artificial Intelligence oL - . L. .

- Fifth-Generation Warfare distinction, proportionality, and civilian protection. The
- Civilian Protection research highlights the limitations of existing international

- Autonomous Weapons humanitarian law in regulating these emerging technologies and
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ARTICLE UNDER THE CC BY LICENSE  and increased awareness among military actors. The findings
emphasize the urgent need to adapt the laws of war to safeguard

human dignity in the context of advanced digital warfare.
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Conclusion:

The emergence of cyber warfare as a manifestation of the transformation of
modern conflicts has shifted armed confrontations from traditional battlefields into
the digital domain. This evolution necessitates a comprehensive reassessment of the
international humanitarian legal framework to ensure the protection of civilians and
vital infrastructure. In this context, the application of existing legal principles
presents a significant challenge, demanding reliance on globally recognized legal
sources and their adaptation to the nature of digital attacks. The rapid developments
in artificial intelligence require an immediate legal response that goes beyond
conventional interpretations of international humanitarian law, to align legal norms
with contemporary military realities and establish mechanisms that ensure
accountability and mitigate the unforeseen risks associated with the deployment of
Al in warfare.

Humanizing warfare does not solely entail aligning military technologies with
international humanitarian law; rather, it requires that final decisions on the use of
force be governed by enhanced ethical and legal responsibility—not merely by data-
driven algorithms or automated commands.

Cyber warfare is redrawing the contours of conflict in the 2Ist century,
prompting an urgent international effort to develop legal standards that reflect the
challenges of the digital era. A nuanced understanding of the legal dimensions of
this phenomenon, and its implications for civilian populations, is a crucial step
toward building effective protection mechanisms that safeguard human rights and
ensure the resilience of critical infrastructure in the face of cyberattacks.

In this regard, international initiatives have begun to emerge with the aim of
regulating the use of advanced weaponry—for example, the proposed global treaty
to ban fully autonomous lethal weapons systems, which seeks to curtail the
deployment of Al-driven military technologies without meaningful human
oversight.

In conclusion, the ethical governance of technology in warfare remains an urgent
and pressing concern. It calls for concerted action by governments, international
organizations, and civil society to ensure that technological advancement serves the
cause of peace rather than perpetuating violence and destruction. In a world
experiencing accelerating technological innovation, it is imperative to preserve the
core human values that underpin a dignified existence—even in the midst of armed
conflict.
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