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Abstract:

The success of terrorist organizations in
maintaining traditional resources to finance terrorist
operations is sufficient to push them away from virtual
currencies and their usual risks, as long as they are able to
sell oil and transfer funds between their territories, and as
long as their funds remain safe from attacks and
persecution by the international community. Encrypted
virtual currencies are characterized by high degrees of
secrecy, privacy, and decentralization - and extremist
religious groups And terrorism that adopts violence as a
means of operation and expansion, and studying
indicators indicating the growing importance of these
currencies in circulation, exchange, and commercial
transactions, nd in financing extremist religious groups
and organizations, and financing the purchase of weapons
and equipment used by these groups. It is a decentralized
currency with no competent authority, and no central bank
responsible for issuing it, and it is not subject to the
restrictions of international banking and monetary
institutions. This is a significant advantage that has
attracted many individuals and groups to its circulation.
Had international institutions and organizations been able
to subject this currency to international oversight, or to a
central authority, it would have lost its most important
advantage, and terrorist and extremist organizations would
have been unable to exploit it further.
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(1)virtual currencies: means a digital representation of value that is not issued or
guaranteed by a central bank or a public authority not necessarily attached to legally
established currency does not possess a legal status of currency or money, but is
accepted by natural or legal persons as a means of exchange and which can be
transferred, stored and traded electronically. Directive (EU) 2019/713 of the European
Parliament and of the Council of 17 April 2019 on combating fraud and counterfeiting
of non-cash means of payment and replacing Council Framework Decision
2001/413/JHA
(2)Opinion of the European Central Bank of 12 October 2016 on a proposal for a
directive of the European Parliament and of the Council amending Directive (EU)
2015/849 on the prevention of the use of the financial system for the purposes of money
laundering or terrorist financing and amending Directive 2009/101/EC.
(CON/2016/49). p. 7.
(3)Commission Regulation (EU) 2022/720 of 10 May 2022 on the application of
Article 101(3) of the Treaty on the Functioning of the European Union to
categories of vertical agreements and concerted practices (Text with EEA
relevance) https://eur-lex.europa.eu/Legal-content/p. EN/TXT/PDF/?uri-CELEX:
32018 10843 & From - EN, 5/3/2.
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(1)The Financial Action Task Force (FAFT), Virtual Currencies Key Definitions

and Potential AML/CFT Risks, FATF REPORT, June 2014. p.4. https://www fatf-

gafi. org/media/fatf/documents/reports/Virtual-currency-key-definitions-and-

potential-aml-cft-risks.pdf.

(2)Bank for International Settlements (BIS) (2015). "Digital currencies,

Switzerland, Committee on payments and market infrastructures, P 1. (On-Line),

available: Digital currencies (bis.org).

(3)(Krause, Solvej Karla; Natarajan, Harish: Gradstein, Helen Luskin. Distributed

Ledger Technology (DLT) and blockchain (English). FinTech note, no. 1

Washington, D.C.: World Bank

Group.http://documents.worldbank.org/curated/en/177911513714062215/Distribut

ed-Ledger-Technology-DLT-and-blockchain, P. 20.

(4)MF, Virtual Currencies and Beyond: Initial Considerations, IMF Staff

Discussion Note SDN/16/03. January 2016, p. 7.
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(1)A. Reddy, CoiNSE Nsus: The Need for uniform National virtual currency.

Regulations, Dickinson Law Review, Vol. 123, Issue 1, 2018, P 271.

(2)https://sa.investing.com/crypto/bitcoin
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(2)European Parliament, Directorate-General for Internal Policies of the Union,
Keen, F., Carlisle, D., Keatinge, T., Virtual currencies and terrorist financing
Assessing the risks and evaluating responses, European Parliament, 2018,
https://data.europa.eu/doi/10.2861/955161. Accessed on 10\1\2024.
(3)Eyal, Ittay & Sirer, Emin. (2013), 'Majority Is Not Enough: Bitcoin Mining Is
Vulnerable", Conference: International Conference on Financial Cryptography and
Data Security, pp.436-454.
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(1)Cynthia Dion-Schwarz, David Manheim, Patrick B. Johnston, Terrorist Use of

Crypto currencies: Technical and Organizational Barriers and Future Threats,

Published by the RAND Corporation, Santa Monica, Calif, 2019, p 24.

(2)C. Freeman, "Inside the 'Am Trade: How Europe's Terrorists Get Their Gunn."

The Telegraph.(2) November, 2015. )
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